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Hanag ca yumwem 0HeMoryhaBa|-ba nin oMeTaHa CI)yHKLI,I/IOHl/IcaH:a KT cmnctema

(eHrn. ,Denial-of-service attack” - DoS) je nokywaj Hanagaya ga oHemoryhwu
NPUCTYN CepBepy AN CEPBUCUMA KOjU CY HAMEHEHW KPajHM KOPUCHULMMA.

Ha npvimep, MoXe ce MOKPEHYTN Hamaj 3a npecpeTare KOpUCHUKA 1 oHeMoryhaBakbe kopuwhera
Be6 cTpaHuua 3a online kynosuHy. A/1oC Moxe ycrnopuTi AOCTYNMHOCT MpPexe 1N CUCTEMCKUX pecypca
WAW OLUTETUTI cepBep.

BuwecTpykn Hanag ca umbem oHemoryhasarba MAM omeTarba GUHKUMOHMCawa WVKT cuctema
(enrn. ,Distributed denial-ofservice attack” - DDoS) nma 3a uw/b Aa ce nopemeTV HopmanaH
caobpahaj cepsepa, ycnyre nan mpexe, npennasmyjyhun nHopacTtpykTypy Behom KOANYMHOM
NHTepHeT caobpahaja. DDoS Hamaan nocTuxy eprkacHOCT KopucTehn BuLLE KOMMPOMUTOBAHMUX
payyHapCcKmx cmcTema Kao nssopa caobpahaja.

CraHgapgHn DDoS Hamaz o4BMja ce Tako LWTO Hanajay nolwlambe Benviky KOJNYNHY
3/10HamMepHor caobpahaja AMpekTHO Ha oApeheHn cepBep M Mpexy. JedHa oJ MeToza Hamnaja
OTBOpPeHa 3a Hamagaya je cnakwe caobpahaja momohy wmpexe 6oToBa (Botnet), Koja
npeAcTaB/ba ayTOMaTM30BaHW Hanaj Kojyu CKeHMpampeXxHe agpece v WNpKY 3apase Ha parbnBuM
padyHaprma, WTo oMoryhasa xakepuma fa npey3my KOHTPOY Haj 3apaxeHVM padvyHapuma u
npetsope uMx y 6o0ToBe. BOTHeT je 3anpaBo Behum 6poj 30MOU (XOCT) CUCTEMA 3apaxeHUX
3/10HamMepHUM coPpTBEpPOM U KOju MOry MefyCOBHO KOMYHWULMPATX U KOHTPOJIUCATU jefHU
Apyre nytem MHTepHeT Be3e. Kao WTO je npmkasaHo Ha Canum 1, ako Hanazay mispwu DDoS
Hanag Kopuctehn 60THeT Mpexy, HekKum Wan CBW 30M6UjM rnoBe3aHW ca 60THeTOoM Takohe
nokpehy Hanage. Kao pesyntat Ttora, DDoS Hanmag ce noeehaBa fga 6u ce wm3asBano
npeonTtepehere pecypca KO XPTBe W Hanaju ce BPLIENCTOBPEMHO Ha BULUe Mpexa
1 Ka Behem 6pojy 3emasba, ako je To moryhe.
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Cnuka 1 - CtaHgapaHu DDoS SYN Flood Hanag



PednektoBaHm DDoS Hanaz HacTaje kaja Hamnajad KopucTu ykpageHy IP agpecy. Ako Hanagau
KopucTtu IP agpecy um/baHOr cMcTeMa Hanaja ymecTo concteeHe IP ajpece nMpuavkoMm cCnansa
3axTeBa 3a perynapaH npucTyn Beb cepeepy, HAKOH Tora CTUXe perynapHu o4rosop Beb cepeepa
KOju LWa/be OArOBOP 3a TpaxeHy yCayry Ha 3noyrnoTtpebsbeHy IP agpecy (xpTtBa). MMopea Tora,
3ajeflHO ca HanajoM Ce YrnaBHOM KOPUCTU UTexHoJsiornja nojavama (amplification technology),
KOja mojayaBa OAroBOp XpTBe BulWe of ynyheHux 3axteBa, nosehasajyhn Ha Taj HauuH
edukacHocT Hanaga. Kao wro je npukasaHo Ha Canum 2, Hanagay nogmehe naxny IP agpecy u
JIAaXHO Ce MpejcTaB/ba Kao XPTBa, a 3aTUM LWabe 3/70HaMepHe DNS 3axteBe ka jaBHOM DNS
cepsepy. Yak 1 ako Hanajady nowlasbe MakW 3axXTeB, XPTBa Aobnja BeNKY KOJIMYNHY OAroBopa
o4, jaBHor DNS cepsepa 360r Kopuwhera TexHO0rnje nojavaksa.

“My IP address is 2.2.2.2.
| am requesting DNS information for www.xxx.com.”

Attacker IP :
1.1.11
-
Public DNS

@ ) .

i “l am sending the result information on the www.xxx.com DNS
Victim IP : information request to the requester 2.2.2.2."
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Cnuka 2 - MNpumMep DNS pednekToBaHOr 1 nojavaHor Harnaza

Ha VIHTepHeTy, Hanaga4 fiako moxe gohu g0 pasHux 6ecnnatHux u nnaheHux DDoS anata 3a
Hanaze, ykmwydyjyhu Low Orbit lon Cannon (LOIC) n High Orbit lon Cannon (HOIC), kao wTo je
nprikasaHo Ha Canum 3, Koju cy KperpaHu Kao open source anatu.

' Low Orbit lon Cannon | When harpoons, air strikes and nukes fails | v. 1.0.7.0 - 0 n
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Cnwnka 3 - EkpaH LOIC GUI-a



SYN Flood Hanag

SYN Flood je jepaH oa HajcTapujux TunoBa DDoOS Hanmaga v Hajuyewhe kopuwheHa meTtoga.
Hanagay wasme TCP (SYN) 3axTeBe 3a NoBe3MBake KOHTUHYMPAHO Kako 61 CUCTeM XPTBEe TPOLLUNO
pecypce cepsepa, Tako [a KOPUCHULM KOj/ MHaue KoOpucTe oBe pecypce, He MOry MpUCTynmuTn
cepBepy. Kaga cepsep npumu SYN 3axTeB 3a MoBe3vBake, CepBep APXW KOMYHUKauujy
OTBOPEHOM U1 Yeka notepay (SYN-ACK) nopyke oj K/wvjeHTa, KOja ce KOPUCTW 3a NOTBPAY Bese.
MeRyTum, SYN Flood Tpolum pecypce cepBepa CBe [OK He UCTekHe MoJeLleHO BpemMe Be3e, 3aTo
wTo HMje nocnao SYN-ACK nopyky. Kao pe3syntaT Tora, cepBep XPTBe He ycCrnocTaB/ba Be3sy (a
KOPUCHMLMMA U Ha Taj HAYMH y3pOoKyje npekug ycnyre.
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Cnuika 4 - CtaHgapaHu SYN Flood Hanag,

Mepe 3awiTuTe op SYN Flood Hanapaa

e [lpernefoM MpexHUX noroea nposepute ga am TCP SYN flag nposepasa SYN Flood. Mory ce
KOPUCTUTW anaTtu 3a aHainsy Mpexe Kao wto cy TCPdump wnwn Wireshark.

e [lpoBepuTtn TCP SYN nakeT Ja /M je HOpManaH M Aa He yKasyje Aa MnocCToju 310HaMepHa
aKTMBHOCT. MehyTnMm, mMoxe ce cmaTpaTy DDoS HanmaZom ako ce y KpaTKOM BpPeMeHCKOM
rnepviogy Harnpasu Buwie SYN nakeTa.

e [logecute TCP Keepalive n npaBuno maximum connection Ha cBUM nepudepHUM ypehajuma Kao
wTto cy firewall w proxy cepsep, Kako 6u ce CcMawWaa LwTeTa npoy3pokoBaHa SYN Flood
Hanaguma.

e YTuuaj SYN Flood-a ce moxe ybnaxutn ynotpebom SYN cookie-a Ha firewall ypehajy. Ako ce
kopuctn SYN cookie, firewall npoBepaBa TCP Be3y n3Mmehy knvjeHTa 1 cepBepa npe Hero LUTOo je
caobpahaj npeycMmepeH ka cepBepy. AKO Hamajauy He mollasbe KOHayHy Mopyky MoTBpAe 3a
ycrnocTaBy Bese, firewall npeknja Besy.

e AKO je Hamaj OTKPWBEH, 3aTpaxuTe nNoMoh n npyxare Mepa 3awTtute og WCM-a ga bucte
ybnaxunu Hanag,.



UDP Flood Hanap,

UDP Flood je Bpno cnndaH SYN Flood DDoS Hanmagy. Hanmajau Lwame BennKy KONUYUHY
caobpahaja ka ummaHoM cepepy kopuctehu 6oTHeT mpexe. UDP Flood ce pasnunkyje oag TCP
Flood-a no ToMe LWTO je penatmBHO 6pXM 1 ynoTpeb/baBa LLEO MNPOMYCHW OMncer Koju je
[OCTYNaH Yy CepBepCkOM MPEXHOM OKpYXehy, YMEecTo Ja KOpPUCTW pecypce cepBepa, U Ha Taj
HauMH npekuaa npucTyn KopucHuumma. OBaj Hamag ce MoXe JAecuTu MnokpeTarem
ananKaTUBHOI MporpaMa Koju 4yeka Ha rnpujeM nakeTta Kaja je Ha cepsepy otsopeH UDP nopt
(Hnp. nopT 50555) 3a npumarwe UDP naketa. AKO Hema nakeTa KOjU je Ha uyekawy Ha
oAgroesapajyhem nopTy, cepBep ogroBapa Ha UDP naketr «kopwuctehu [ICMP Destination
Unreachable naket. Benukn 6poj Behunx UDP nakeTa ce Lasbe TOKOM Hamnada v KOPUCTU ce Lieo
PacrnonoXmB NPOMYCHK oncer Tako Aa BehnHa cepsepa 6p30 OAroBOpW.

L
L)

Zombie #2 P .
‘_'_'_'_,_,_.—-—'"

—p—
o

Protocol

Attacker e— Server
CPU/Memory
Disk resource
exhausted
=

Zombie #N

Cnuka 5 - CtaHgapaHu UDP Flood Hanag,

Mepe 3awtTuTe op UDP Flood Hanapaa

e [lpernesoM MpexHUX IoroBa nokyllajte Aa Hahete UDP nakeTe Koju Cy noj HamaZoM Tako
wrto heTte nposepTn fa /v noctoju UDP Flood v npoBepuTe 3axTeBe 3a KOMYHMKaLMjy ca
HeperynapHmx MpexHux noptosa NnpumM/beHrx ca suLle IP agpeca. MHOrM MHTEPHET cepBUCH
kopucte UDP. YobuuajeHn UDP noptosu cy 53 (DNS), 88 (Kerberos), 137/138/445 (Windows) wn
161 (SNMP).

e [la 6bucTe ymarunn WTeTy Hactany ycnes UDP flood Hanaga, nojecuTe npaBuiHO nepudepHe
mMpexHe ypehaje kao wTo je firewall, kojyu omoryhaBa fonasHu caobpahaj camo 3a noTpebHe n
oflobpeHe nopTose.

e AKO je Hanaj OTKPWUBEH, 3aTpaxuTe NomMoh M npyxake mepa 3awTuTte of WCM-a ga bucre
ybnaxunu Hanag,.



ICMP Flood Hanap,

ICMP Flood Hanag ce oABuja Tako LUTO Hanajau, kopuctehu 60THET Mpexy, noLuasbe Benkn 6poj
ICMP nakeTa Ka LW/BHOM cepBepy Aa 6u MCKOPUCTMO LLeo MPOMNyCHU Ofcer 1 NpeknHyo ANpucTyn
KopucHuummMa. OBaj Hanag 3axTeBa J0BO/LHO /CMP 3axTeBa U of3uBHOr caobpahaja ga 6u ce
NCKOPUCTVO Leo TPOMyCHM Orfcer Ka UuUwbaHo] wMpexu. [lpumep oBOr Hanaja je
KOMaHZa ping Koja ce 0b6MYHO KOPUCTW 3a TecTuparbe Be3se M3Mehy JABe Tauke y Mpexwu.
MehyTuMm, BenuunHa ping-a N UUKANYHW 3axTeBW Ce rMoJellaBajy mnomoRy KomaHau w
napameTtapa 1 nckopuwhasajy Leo A4OCTYMHM MPOMNYCHW OMCer y MpexWu.
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Cnuka 6 - CtaHgapaHw ICMP Flood Hanaz

Mepe 3awTuTe og ICMP Flood Hanapa

* [pernesoM MpexXHUX N0roBa MoKywajTe ga HaheTe 3axTeBe 04 CTpaHe MHOrO KOPUCHMKKA
3a ynasHe /ICMP nakeTe v Ha Taj Ha4YMH NpoBepuTe Aa in noctoju ICMP Flood.

—> ICMP ce npoBepaBa ynoTpebom anaTa Koju Ce KOPUCTW 3a npernejarbe a0rosa (HMp.
Wireshark).

—> /ICMP He KOpUCTUTU MpeXxHe rnopTosBe kao wto cy TCP n UDP. ICMP npoTOKOM ce MOxe
naeHTndunKoBaTN NO 6POjy TPAHCMOPTHOr NpoTokona, 1%, 3arnassma IP nakeTta.

e [Mogecute npar (threshold) 3a ICMP nakeT Ha MpexXHOM ypehajy nonyT pyTepa v Ha Taj Ha4uH
MUHUMU3MPajTe WTeTy Npoy3pokoBaHy ICMP Flood-om. NocTaBuTe [03BO/bEHM Npar 3a NakeTy
cekyHan 3a ICMP 3axTeB Ha cycegHUM pyTepuMa. Kajga je noctas/beH npar, ynasHm ICMP nakeTt
he ce Heko Bpeme MrHopucaTtu, ako je npar npekopadeH. Mpar nakeTa y cekyHAN epuKaCHO
cnpeyvasa ontepehene mpexe ICMP nakeTuma.

* AKO je Hamaj OTKpuBEH, 3aTpaxute nomoh n npyxare mepa 3awTtute og WCM-a aga bucrte
ybnaxumnm Hanaa.



HTTP Flood Hanap

HTTP Flood cneuaBa KOpUCHWKE Aa KOPUCTe pecypce Beb cepBepa C/lakbeM BevKe KOJINYMHe
3axTteBa HTTP GET nopyka ka uumbaHoM Beb cajTy. Y 0BOM ciiyyajy, Beb6 cepBep MokyLUaBa Aa
OAroBOPW Ha Hanaja4yeBe 3axTeBe, anu Hanajad He obpahyje NnoTBpay 1 AonyLiTa ja Beb cepBep
yeka. Kao pesyntat Tora, Beb cepBep 0p>KaBa Be3y Ha Yekary AoJe/biBarkbeM GUKCHUX pecypca
CBaKoj Be3u 3a ojpeheHn BpeMeHCK Nepmnoj 3a nposepy noTtepae. Hanagay npasu mHoro HTTP
GET 3axTeBa Kka Beb cepBepy M He Bpaha noTBpay. Tako HanafHyT\ Beb cepBep KOPUCTU CBe
KOMYHUKaLMOHe pecypce 1 KOPUCHULM He MOTy Aia MpuUcTyne yciyrama Beb cajra.
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Cnuka 7 - KnacmnyaHn HTTP Flood Hanap,

Mepe 3awitute og HTTP Flood Hanapga

e [lpernefoM MpexHUX JIoroBa MnokyLlajTe Aa HaheTe 3axTeBe nomohy nopta 80 u TCP
NMPOTOKOMA M Ha Taj HauMH NpoBepuTe Aa nAun noctoju HTTP GET Flood. Mory ce KOpUCTUTHU
anatu 3a aHanmM3y Mpexe kao wTo cy TCPdump wnwn Wireshark.

* TellKo je nNpegy3eTn mepe NMpPeAoCTPOXHOCTM 3a 6/I0KMparbe OBe BPCTe Hanada 3aTo WTo ce
KOpUCTK yobruajeH HauuH npyxXara Beb cepsuca. Huje edmkacaH HaunmH HU BAOKMpaHba
CBUX U3BOPULLHKMX IP agpeca, kao n IP agpeca 06UYHNX KOPUCHUKA, jep je BehrHa Hanagja ca
n3BopuwHUX IP agpeca feo 6oTHeTa. LlTeTe HacTane OBMM HamajoM MOry ce yMawuUTu
kopuwhenem Web application firewall-a (WAF).

e AKO je Hamaj OTKpWBEH, 3aTpaxuTe noMmoh n npyxare mepa 3awTute og WClM-a ga bucte
ybnaxunu Hanag.



SYN + ACK pednekToBaH Hanaz

SYN+ACK Flood je APAoC (Distributed Reflection Denial of Service) meTosa Hanaga. Hanagay kpage
IP agpecy xpTBe 1 wame SYN nakeTe ka cepBepy fa 61 ra MCKOPUCTUO Kao pednekTop, Tako LWTo
cepBep wasme xptBM SYN/ACK nakeTe kao motBpay. Kasza XpTBa fobuja Benuky KOJNYUHY
SYN/ACK nakeTa, TpoLUW CBOje pecypce 3a obpajy nakeTa, LUTO y3poKyje onTepehere Ha cepBepy
y TOKy npoLeca 1 oHemoryhasa npuctyn pecypcrvma o6uyH1UM KopucHuumma. Kako nma ¢opmy
APJoC-a, pednekToBaHM cepBepu La/by MOHOBO MakeTe, ako MM Apyra cTpaHa (KpTBa) He
nowlasbe MoTBpAe jep WX CMaTpa HeycnenMm MpeHocoM nakeTta, nosehaBa ce edpuKacHOCT
Hanaga.
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Cnuka 8 - SYN+ACK pedentoBaHun Hanag,

Mepe 3awiTute og SYN + ACK pednektoBaHOr Hanaaa

e [IpernefoM MpexHWUX 0rosa Mokylwlajte ga HaheTe 3axteBe nomohy mnopta 80 wn TCP
NMPOTOKOMA M Ha Taj HauMH nNpoBepuTe Aa nAu noctoju HTTP GET Flood. Mory ce KOpUCTUTHU
anaTu 3a aHanusy Mpexe kKao wTo cy TCPdump wnwn Wireshark.

* TellKo je nNpegy3eTn mepe NMpPeAoCTPOXHOCTM 3a 6/I0KMparbe OBe BPCTe Hanmaja 3aTo LWTo ce
KOPUCTWN yobuYajeHn HauvmH npyxama Beb cepsBuca. Huje edpmkacaH HaunH HU 610KMpPaH-a
CBUX M3BopuWHKX IP agpeca, kao v IP agpeca obnUYHNX KOPUCHKKA, jep je BehnHa Hanaza ca
n3BopuHKX IP agpeca feo 6oTHeTa. LlTeTe HacTane OBMM HamnajoM MOry ce yMawuUTn
kopuwherem Web application firewall-a (WAF).

* AKO je Hamaj OTKpMBEH, 3aTpaxute nomMmoh u npyxake Mepa 3awTtute of WNCM-a ga bucrte
ybnaxunu Hanag.



NTP pednekToBaH 1 nojavaH (reflection and amplification) Hanag

NTP (Network Time Protocol) pednektoBaHn Hanaj je BpCTa Hanaja rAe Hanajad reHepuile
caobpahaj Ha cepsepy. NTP ce KOPWCTW 3a CUHXPOHM3aUMjy BpemMeHa wu3smehy cepsepa Wu
KAnjeHTa, Kao 1 n3mehy cammx cepsepa, a kopuctu ce UDP 123 nopT. Hanagau kpage IP agpecy
Beb6 cepBepa Kojer LubaHO Xenn ga HanajHe v Tpaxu of NTP cepsepa fa nolla/be BesinKy
KONM4YMHY ofrosopa nakeTa (dukCHe BenuunHe nakeTa) ka Uu/bHOM cepBepy. EdukacHocT
Hanaga MoXe ce 3HayajHo nosehaTn kopuwherem TexHonoruje nojadvama (amplification
technology), Koja omoryhaBsa ga oarosop NTP cepBepa byze Behu of 3axTeBa KOju je mocnao
Hanajay. Kaga Hanagad 3aTpaxu monlist ca MHorux NTP cepsepa KOju Cy OTBOpPEHW Ha
WNHTepHeTy, T cepBepu OAjefHOM Lla/by CBOje OAroBOpe Ha 3axTeBaHW monlist Ka LW/bHOM
cepsepy. 3aTUM LW/bHY CeEPBEP KOPUCTW CBE AOCTYMHE MpPEeXHe MponycHe oncere U He Moxe Ja

MNpPy>Xwm ycnyre KopncHnunma.
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Cnuka 9 - NTP pednekTtoBaHn Hanag,

Mepe 3awTtute op NTP pednektoBaHor u nojauvaHor (reflection and
amplification) Hanaaa

e [la 6ucte oTkpuAn fa nun je ynutawy NTP pednektoBaHW M MojadaH Hanaj, noTtpebHo je za
npernejoM MpexHKVX 10roBa nNposepuTte nakete ca UDP noptoM 123 n ogpeheHe BennyriHe
naketa nsmehy n3Bsopa.

e [peaysmnte cnesehe npeBeHTUBHe Mepe Aa 6UCTe ce OA6PaHUAM Of YNasHWX Hanaja W
cnpeunnn NTP cepBep Aa ce KOPYCTW 3a Hanaj Ha Apyre KOpUCHUKe:

—> Kopuctute NTP Bep3ujy cepsepa 2.4.7 NN HOBWje Bep3nje Aa bucte y NOTANYHOCTW 13bernn
kKomaHay monlist nnn kopuctute NTP Bep3ujy Koja He KOpUCTU KoMaHAy monlist, Kao WTo je
OpenNTPD.

—> AKO Cce cepBep He MOxe Hagorpaautn (upgraded) Ha HOBUje Bep3uvje, fojajTe
y KoHburypaumoHun dajn ntp.conf ,disable monitor n noHoBo nokpeHwuTe NTP npouec za
6ucte oHemoryhuam GyHkumjy monlist ynuTa.

—> MNpuMeHnTe NpaBuna pectpukunje Ha firewall-y, koja cnpeyaBajy HeoBnawheHe nakete ja
KOMyHwuLMpajy ca NTP cepBepoM.

* AKO je Hanmaj OTKpuBeEH, NMpocnenTe cee 6UTHe MHPOPMaLMje Koje ce KopucTe 3a Hanag (IP
agpeca, Benn4rHa naketa uta.) CM-y n 3atpaxunte ¢untpmupare caobpahaja.



DNS pednektoBaH 1 nojavaH (reflection and amplification) Hanaz

3a DNS (Domain Name System) pedbnekToBaHW Hanag, Hanagay kopuctu DNS cuctem 3a cnarbe
Benvke KonmyuHe nopyka. DNS cuctem KoHBepTyje character-based agpece pomeHa Koje cy
yHOCUAU KOpUCHULUM WHTepHeTa 3a IP agpece. DNS pednektoBaH/ Hamaj KOpPUCTW MOCTynak
KOjuM Hanajauy kpage IP agpecy xpTBe n wame DNS lookup 3axTeBe Kka jaBHOM DNS cepsepy.
JaBHW DNS cepBep Lwa/be OAroBOP Ha 3axTeB XPTBU. BennumHa oArosopa 3aBucK 0OZ onuuja Koje
je Hanagay ogpeano y DNS lookup 3axTeBy. Hanagay y 3axTeBy Moxe Aa kopuctu onuujy ANY aa
6 fobro makcumanaH edekaTt nojayarsa, Koju Bpaha cee mHbopMmauumje o DNS 30HK. Kaga
Hanagay ykpage IP agpecy xpTBe v nouyHe ga wasme DNS lookup 3axTeB Ha BuLle jaBHUX DNS
cepBepa, XpTBa AobuWja MnojavaH OAroBOp, KOjU Ha Kpajy 3a UWb MMa Ja WCKOPUCTU CBe
pacrosioxmsee NpPOnycHe orncere XpTBe.
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Cnuka 10 - DNS pednekToBaHM Hanaz

Mepe 3awTtute opa DNS pednektoBaHor n nojayaHor (reflection and
amplification) Hanaga

e [la 6ucTe OTKPUAN Aa Nn je ynuTawy DNS pednekTtoBaHU 1 MnojavyaH Hanag, NoTpebHo je Aa
nperneiomM MpEexXHUX JioroBa npoBepuTe pgonasHe DNS query oarosope 6e3 DNS query
3axTeBa.

e DNS cepBucu He 61 Tpebasno fa kopucte dyHKUMjy DNS pekyp3unje y cknagy ca ynyTcTBUMa Koje
fajy DNS nporpamepu (BIND, Microsoft, nta,.)

—> Cnegehn cajToBM BplUe MNpoBepy W TecTumpajy Aa An ce jaBHu DNS cepBep Moxe
NCKOPUCTUTW 3a Hanaze:
https://dnschecker.org/
https://www.whatismyip.com/dns-lookup/
https://mxtoolbox.com/DNSLookup.aspx
http://openresolverproject.org/

* AKoO je Hanag oTkpuBeH, obpatuTte ce NCl-y n 3axTeBajTe Aa ce naketn GUATPUpPAjy Npe Hero

LLITO Ce noLuasby Ka cepsepy.



CLDAP pednekToBaH 1 nojavaH (reflection and amplification) Hanag

Kaga ce paam o CLDAP (Connection-less Lightweight Directory Access Protocol) pednekroBaHOM
Hanajdy, Hamazay kpage uumbaHy IP agpecy n wasme CLDAP 3axteBe LDAP cepsepy. CLDAP ce
KOPUCTN 3a Kpeupake, npeTtpaxusBame W U3MeHY [fe/beHUnx VIHTepHeT anpektopujyma w
kopuctn UDP nopT 389. CLDAP pednekToBaHM Hamaj ce oJBWja Tako LITO Hamagay nollase
CLDAP ynunte Ha Buwe LDAP cepBepa Koju kKopucTe ykpageHy IP agpecy. LDAP cepBep wWasbe
OAroBOpe Ha 3axTeB Ha ykpagzeHy IP agpecy xptBe. XpTBa He MOXe Ja MpyXu ycnyre jep He
MOXe Ja ce n3bopu ca BennKoMm KonmyumHoM LDAP/CLDAP caobpahaja koja mpuctmxe y 1CTO
Bpeme. UDP LDAP npoTtokon nosehaBa epukacHOCT Hanaja ynotpebom TexHONormje nojadvamsa,
KOju ce MOXe rnojayvaTtu o4 52 go 70 nyTa.
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‘@‘6}} LDAP server
@
@ LDAP/CLADP request 1 LDAPICLADP response * E
o > += - .
Attacker disguises (0 LOAP server 1 ;0nnc—:1-::I:T]3c-u'. or
target IP[1.1.1.1) as a Webserver == Client

source IP IP-1.1.1.1

LDAP server

Cnvika 10 - CLDAP pednekToBaHU Hamnaz

Mepe 3awTtute op CLDAP pednexktoBaHor M nojauvaHor (reflection and
amplification) Hanapa

e [loTpe6bHo je fa npernejaTe N0rose 3axTeBa Koju kopucte UDP nopt 389 Ha n3Bopy.

e [lpunukom nokpeTarea LDAP cepBepa, nogecuTte npasuna Ha firewall-y kako 6u ce cnpe4ynno
nckopuwhaBare LDAP cepBepa 3a Hamnaa,

* AKO je Hanag oTkpuBeH, obpaTuTe ce NCI-y 1 3axTeBajTe Aa ce nakeTn GUNTpupajy npe Hero
LITO Ce noLuasby Ka cepsepy.

N3Bop:

Guidance on Responding to Denial of Service Attack for SME - KISA
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https://www.boho.or.kr/filedownload.do?attach_file_seq=2354&attach_file_id=EpF2354.pdf

