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O DDoS HANAAY

Hanaa ca yuwbem oHemoryhaBawa nav omeTamwa pyHkumoHncarwa VIKT cncrtema

(eHrn. ,Denial-of-service attack” - DoS) je nokywaj Hanagada ga oHemoryhwu
NPUCTYN CepBepy UM CePBUCUMA KOjU CY HAMEHEHW KPajHoIM KOPUCHULMMA.

Ha npumep, MoXe ce MOKPeHYTN Hanag, 3a npecpeTarbe KOPUCHMKA 1 oHeMoryhaBare kopuwhera Beb
cTpaHuua 3a online kynosuHy. A40C MOXe YCNopUTK JOCTYMHOCT MPEeXe N CUCTEMCKUX pecypca Wau
OLUTETUTU CepBep.

BuwecTpykn Hanag ca unbeM oHemoryhaBaka A oMeTarwba PuHKLUMOHUCamwa VIKT cuctema
(eHrn. ,Distributed denial-ofservice attack” - DDoS) vma 3a uwb Ja ce NOpeMeTu HopMmasiaH
caobpahaj cepBepa, ycnyre uam mpexe, npennasmwyjyhu nHbpacTpyktypy BehoM KOANUMHOM
NHTepHeT caobpahaja. DDoS Hanaam noctuky edmkacHOCT Kopuctehu BuLLE KOMMPOMUTOBAHUX
payvyHapckmMx cnctema kao nssopa caobpahaja.

CraHgapgaHun DDoS Hanag ogBumja Ce Tako LWTO Hanagay nowa/be BenKy KOAUYUHY
3n10HamepHor caobpahaja AnpekTHO Ha oapeheHn cepBep M Mpexy. JeaHa o4 mMeToAa Harnaja
OTBOpPeHa 3a Hamagaya je cnakwe caobpahaja momohy wmpexe 6oToBa (Botnet), Koja
npeAcTaB/ba ayTOMAaTU30BaHW Hamnaz Koju CKeHMpaMpeXxHe ajpece 1 LUMPY 3apa3e Ha parbuBUM
padyHapuMa, WwTo omoryhaBa xakeprMa Aa npeysmy KOHTPOJY Haz 3apaxXeHUM payvyHaprma u
npetBope mx y 60ToBe. boTHeT je 3anpaBo Behum 6poj 30M6M (XOCT) CMCTEMa 3apaxKeHux
3/10HamMepHUM coPpTBEpPOM U KOju MOry MefyCOBHO KOMYHWULMPATX U KOHTPOJIUCATU jefHU
Apyre nytem mHTepHeT Be3e. Kao wTo je npukasaHo Ha Camum 1, ako Hanagay n3spwm DDoS
Hanag kopuctehu 6OTHET Mpexy, Heku WM CBW 30Mb6UjU MoBe3aHW ca H60THeTOM Takofe
nokpehy Hanage. Kao pesyntar Tora, DDoS Hanag ce nosehaBa fga 6w ce un3a3Bano
npeontepeherwe pecypca KO >XPTBe W Hamajgu ce BPLIENCTOBPEMHO Ha BULUe Mpexa
1 Ka Behem 6pojy 3emassa, ako je To moryhe.
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Cnuka 1 - CtaHgapaHu DDoS SYN Flood Hanag



PednektoBaHm DDoS Hanaz HacTaje kaja Hamnajad KopucTu ykpageHy IP agpecy. Ako Hanagau
KopucTtu IP agpecy um/baHOr cMcTeMa Hanaja ymecTo concteeHe IP ajpece nMpuavkoMm cCnansa
3axTeBa 3a perynapaH npucTyn Beb cepeepy, HAKOH Tora CTUXe perynapHu o4rosop Beb cepeepa
KOju LWa/be OArOBOP 3a TpaxeHy yCayry Ha 3noyrnoTtpebsbeHy IP agpecy (xpTtBa). MMopea Tora,
3ajeflHO ca HanajoM Ce YrnaBHOM KOPUCTU UTexHoJsiornja nojavama (amplification technology),
KOja mojayaBa OAroBOp XpTBe BulWe of ynyheHux 3axteBa, nosehasajyhn Ha Taj HauuH
edukacHocT Hanaga. Kao wro je npukasaHo Ha Canum 2, Hanagay nogmehe naxny IP agpecy u
JIAaXHO Ce MpejcTaB/ba Kao XPTBa, a 3aTUM LWabe 3/70HaMepHe DNS 3axteBe ka jaBHOM DNS
cepsepy. Yak 1 ako Hanajady nowlasbe MakW 3axXTeB, XPTBa Aobnja BeNKY KOJIMYNHY OAroBopa
o4, jaBHor DNS cepsepa 360r Kopuwhera TexHO0rnje nojavaksa.

“My IP address is 2.2.2.2.
| am requesting DNS information for www.xxx.com.”

Attacker IP :
1.1.11
-
Public DNS

@ ) .

i “l am sending the result information on the www.xxx.com DNS
Victim IP : information request to the requester 2.2.2.2."

2222

Cnuka 2 - MNpumMep DNS pednekToBaHOr 1 nojavaHor Harnaza

Ha NHTepHeTy, Hanagay nako moxe fgohu Ao pa3sHux becnnatHux n nnaheHnx DDoS anata 3a
Hanage, ykmwyuyjyhu Low Orbit lon Cannon (LOIC) u High Orbit lon Cannon (HOIC), kao wTo je
nprikasaHo Ha Canum 3, Koju cy KperpaHu Kao open source anatu.

L") Low Orbit lon Cannon | When harpoons, air strikes and nukes fails | v. 1.0.7.0 - 0 n
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Cnvka 3 - EkpaH LOIC GUI-a



TUNOBU CTAHAAPAHUX DDoS HANAAQA

SYN Flood Hanap

SYN Flood je jepaH oa HajcTapujux TunoBa DDoOS Hanmaga v Hajuyewhe kopuwheHa meTtoga.
Hanagau wasmse TCP (SYN) 3axTeBe 3a NoBe3Barbe KOHTUHYMPAHO Kako 61 CUCTeM XPTBe TPOLLMO
pecypce cepBepa, Tako Aa KOPUCHWLW KOj MHaYe KOpPW1CTe OBe pecypce, He MOry MpucTymnutin
cepBepy. Kaga cepsep npumu SYN 3axTeB 3a MNoBe3MBake, CepBep APXM KOMyHMKaLMUjy
OTBOpPEHOM 1 4Yeka noTepay (SYN-ACK) nopyke of, KnvjeHTa, Koja ce KOPUCTW 3a MOTBpAYy Bese.
MehyTtum, SYN Flood Tpowun pecypce cepBepa CBe JOK He MCTeKHe MoJeLleHO BpeMe Be3e, 3aTO
wTo HMje nocnao SYN-ACK nopyky. Kao pe3syntaT Tora, cepBep XPTBe He ycCrnocTaB/ba Be3sy (a
KOPUCHWLMMA W Ha Taj HauWH y3poKyje npekuns ycayre.
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Cnuka 4 - CtaHgapaHu SYN Flood Hanag,

Mepe 3awTuTe og SYN Flood Hanapga

e [lpernefoM MpexHUX noroea nposepute ga am TCP SYN flag nposepasa SYN Flood. Mory ce
KOPUCTUTW anaTtu 3a aHanmsy Mpexe Kao wto cy TCPdump wnwn Wireshark.

e [lpoBepuTtn TCP SYN nakeT Ja /M je HOpManaH M Aa He yKasyje Aa MnocCToju 310HaMepHa
aKTMBHOCT. MehyTnMm, mMoxe ce cmaTpaTy DDoS HanmaZom ako ce y KpaTKOM BpPeMeHCKOM
nepunofy Hanpasu suwle SYN nakera.

e [logecute TCP Keepalive n npaBuno maximum connection Ha cBUM nepudepHumM ypehajuma Kao
wTto cy firewall n proxy cepsep, kako 6u ce cMawWna WwTeTa npoyspokoBaHa SYN Flood
Hanaguma.

e YTuuaj SYN Flood-a ce moxe ybnaxutn ynotpebom SYN cookie-a Ha firewall ypehajy. Ako ce
kopuctn SYN cookie, firewall npoBepaBa TCP Be3y n3Mmehy knvjeHTa 1 cepBepa npe Hero LUTOo je
caobpahaj npeycMmepeH ka cepBepy. AKO Hamazay He Mollasbe KOHa4Hy MopyKy nMoTBpAe 3a
ycrnocTaBy Bese, firewall npeknja sesy.

* AKO je Hamaj OTKpWMBEH, 3aTpaxmuTe MOMON 1 Mpyxake Mepa 3awTtute of WCM-a ga 6ucte
ybnaxunu Hanaga.



TUNOBU CTAHAAPAHUX DDoS HAMAAA

UDP Flood Hanap,

UDP Flood je Bpno cnnyaH SYN Flood DDoS Hanagy. Hanajau wasbe Benvky KonmumHy caobpahaja
Ka un/baHoM cepBepy kopuctehn 60THeT Mpexe. UDP Flood ce pasnukyje og TCP Flood-a no Tome
LWITO je penaTtuBHO 6pPXK 1 ynoTpeb/baBa Lieo MPOMyCHW Orfcer Koju je AOCTynaH Yy CepBepCcKOM
MPEXHOM OKpYXehy, YMecTO Ja KOPWUCTU pecypce cepBepa, M Ha Taj HaYMH npekuja npuctyn
KopmcHuumMa. OBaj Hanaj ce MoXe AeCUTU MoKpeTakeM anavkaTUBHOr Mporpama Koju veka Ha
npuvjemM nakerta Kaja je Ha cepsepy oTBopeH UDP nopt (Hnp. nopT 50555) 3a npumare UDP nakerta.
AKO HeMa nakeTa KOju je Ha YeKkary Ha oaroBapajyhem mopTty, cepsep ogrosapa Ha UDP naket
kopuctehn ICMP Destination Unreachable naket. Bennku 6poj Behux UDP nakeTa ce wa/be TOKOM
Hanaja 1 KOpUCTK Ce Lieo pacrnonoXmB NponycHM oncer Tako ga BehHa cepeepa 6p30 0AroBopwU.
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Cnuka 5 - CtaHgapaHu UDP Flood Hanag,

Mepe 3awTuTe og UDP Flood Hanapga

e [pernesomMm MpeXHUX 0roBa nokyllajTe ga HafeTe UDP nakeTe KOju Cy MOZ HamnajoM Tako
wTto heTe npoBepTn Aa nAn noctoju UDP Flood n npoBepuTe 3axTeBe 3a KOMyHUKaLMjy ca
HeperynapHux MpexH1x nopToBa NpUM/bEHUX ca BuLe IP agpeca. MHOMVM MHTEPHET cepBUCH
kopucte UDP. YobuuajeHn UDP noptoBu cy 53 (DNS), 88 (Kerberos), 137/138/445 (Windows) n
161 (SNMP).

e [la bucte ymamunn wteTy Hactany ycnes UDP flood Hanaza, nogecute npaBuiHO nepudepHe
MpexHe ypehaje kao wTo je firewall, kojyu omoryhaBa fonasHu caobpahaj camo 3a notpebHe n
ofobpeHe nopToBe.

* AKO je Hanmaj OTKPWUBEH, 3aTpaxuTe NomMoh M npyxarwe mepa 3awTute of WCIM-a pga bucte
ybnaxunu Hanag,.



TUNOBU CTAHAAPAHUX DDoS HANAAA

ICMP Flood Hanap

ICMP Flood Hanag ce oABuja Tako LUTO Hamazad, kopuctehu 60THET Mpexy, MoLlasbe BeauKU
6poj ICMP nakeTa ka LWbHOM cepBepy fAa 61 MCKOPUCTMO L0 MPOMYCHW Oncer v npekuHyo
npucTyn kopucHuummMa. OBaj Hanaj 3axTeBa f0Bo/bHO /CMP 3axTeBa 1 0A3MBHOT caobpahaja ga
61 Cce VCKOPUCTMO LEeo MpOoMycHW orfcer Ka UWubaHoj mpexu. [Mpumep oBor Hanaja je
KOMaHAa ping Koja ce 0b6MYHO KOPWUCTWU 3a TecTuparbe Be3de M3Mehly JBe Tauke y Mpexu.
MeRhyTuM, BenuunHa ping-a W LUUKANYHW 3axTeBWU ce MogellaBajy nomohy KoMaHau W
napameTapa v nckopuwhasajy Lleo AOCTYMHU NPOMYCHW OMNCer y Mpexu.
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Cnuka 6 - CtaHgapaHw ICMP Flood Hanaz

o

Mepe sawitute o ICMP Flood Hanapa

* [pernesoM MpexXHUX N0roBa MoKywajTe ga HaheTe 3axTeBe 04 CTpaHe MHOrO KOPUCHMKKA
3a ynasHe /ICMP nakeTe v Ha Taj Ha4YMH NpoBepuTe Aa in noctoju ICMP Flood.

—> ICMP ce npoBepaBa ynoTpebom anaTa Koju Ce KOPUCTW 3a npernejarbe a0rosa (HMp.
Wireshark).

—> [CMP He KOPUCTUTW MpeXxHe nopToBe Kao wTo cy TCP v UDP. ICMP npoToko/ ce MOXe
naeHTndunKoBaTN NO 6POjy TPAHCMOPTHOr NpoTokona, 1%, 3arnassma IP nakeTta.

e [Mogecute npar (threshold) 3a ICMP nakeT Ha MpexXHOM ypehajy nonyT pyTepa v Ha Taj Ha4uH
MUHUMU3MPajTe WTeTy Npoy3pokoBaHy ICMP Flood-om. NocTaBuTe [03BO/bEHM Npar 3a NakeTy
cekyHAun 3a ICMP 3axTeB Ha cycefHUM pyTeprma. Kaga je noctas/beH npar, ynasHu ICMP naket
he ce Heko Bpeme MrHopucaty, ako je npar npekopayeH. [par nakeTa y cekyHAN eprKkacHo
cnpeyaBa onTepehene mpexe /CMP nakeTrma.

* AKO je Hamaj OTKpuBEH, 3aTpaxute nomoh n npyxare mepa 3awTtute og WCM-a aga bucrte
y6naxunu Hanag,



TUNoBU CTAHAAPAHUX DDoS HANAAA

HTTP Flood Hanap,

HTTP Flood cneyaBa KOPUWCHWKe fJa KOPWUCTe pecypce Beb cepBepa C/llakbeM Benke KOoAn4nHe
3axTeBa HTTP GET nopyka ka Lu/baHOM Beb cajTy. Y 0BOM cCay4ajy, Beb cepBep MokyLlaBa Aa
O0/4roBOpV Ha HanajauyeBe 3axTeBe, a/in Hanaga4 He obpahyje NnoTBpAY 1 fonywiTa ja Beb cepsep
yeka. Kao pesyntat Tora, Be6 cepBep op>kaBa Be3y Ha yYekary foAe/brBakbeM GUKCHUX pecypca
CBaKoj Be3n 3a ogpeheHn BpeMeHCKM nepuog 3a nposepy notepae. Hanagay npasu MHoro HTTP
GET 3axTeBa ka Beb cepBepy n He Bpaha moTBpay. Tako HamagHyTV Beb cepBep KOPUCTU CBe
KOMYHUKaLMOHe pecypce 1 KOPUCHULA He MOTY Aa NpUCTyrne ycayrama Beb cajta.
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Cnuka 7 - KnacuyaH HTTP Flood Hanag

Mepe 3awitute og HTTP Flood Hanaaa

e [lpernefoM MpexHUX JIoroBa MnokylLlajTe Aa HaheTe 3axTeBe nomohy nopta 80 u TCP
MPOTOKOAA M Ha Taj HauMH NpoBepuTe Aa nAun noctoju HTTP GET Flood. Mory ce KOpUCTUTHU
anaTtu 3a aHanusy Mpexe kKao Wto ¢y TCPdump vnwn Wireshark.

* TellKo je nNpegy3eTn mepe NpPeAoCTPOXHOCTM 3a 6/IoKMparbe OBe BPCTe Hanada 3aTo WTo ce
KOPUCTN yobuYajeHn HaudunH npyxXama Beb cepBuca. Huje edmkacaH HaumH HU 6A0KMpPaHba
CBUX U3BOPULLHKMX IP agpeca, kao n IP agpeca 06UYHNX KOPUCHUKA, jep je BehrHa Hanagja ca
n3BopuwHUX IP agpeca feo 6oTHeTa. LlTeTe HacTane OBMM HamajoM MOTy ce yMawuUTu
kopuwherem Web application firewall-a (WAF).

* AKO je Hamaj OTKPWMBEH, 3aTpaxuTe MOMON K mpyxake Mepa 3awTtute of WNCM-a ga 6ucte
ybnaxunu Hanag.



TUNOBU PEPNEKTOBAHUX DDoS HANMALA

SYN + ACK pednektoBaHu Hamnaz

SYN+ACK Flood je APAoC (Distributed Reflection Denial of Service) meToaa Hanaza. Hanagauy kpage
IP agpecy xpTBe n Wwasbe SYN nakeTe Ka cepepy Aa 61 ra MCKOPUCTMO Kao pedaekTop, Tako LUTO
cepBep wasme XpTBM SYN/ACK nakete kao notepgy. Kaja XpTBa fob6uja Bennky KOJUUUHY
SYN/ACK nakeTa, TpoOLLW CBOje pecypce 3a obpagy nakeTa, LWTO y3pokyje onTepehere Ha cepBepy
y TOKy npoueca 1 oHemoryhasa npuctyn pecypcrma obnyYHUM KOpUCHMLUMMA. Kako nma ¢opmy
APJoC-a, pednekToBaHM cepBepu La/by MOHOBO MakeTe, ako MM Apyra cTpaHa (KpTBa) He
nowlasbe MoTBpAe jep WX CMaTpa HeycnenMm MpeHocoM nakeTta, nosehaBa ce edpuKacHOCT
Hanaja.
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Cnuka 8 - SYN+ACK pedentoBaHun Hanag,

Mepe 3awituTe op SYN + ACK pednektoBaHor Hanaga

e [lpernesoM MpexXHUX 0roBa MoOKywajTe fa HaheTe 3axTteBe nomohy mnopta 80 wm TCP
NPOTOKO/MA W Ha Taj HauuH nposepuTe Aa M noctoju HTTP GET Flood. Mory ce KOpUCTUTK
anatu 3a aHanusy Mpexe Kao wWto cy TCPdump vwnwn Wireshark.

* TellKo je nNpeay3eTn mepe NMPeAoCTPOXHOCTM 3a 6/I0KMparbe OBe BPCTe Hanmada 3aTo LWTo ce
KOpUcTK yobuyajeHn HaunH npyxaha Beb cepBuca. Huje epukacaH HaunmH HU BGnokmpara
CBUX M3BOpuWHKX IP agpeca, kao v IP agpeca obn4HMX KOPUCHUKA, jep je BehnHa Hanaza ca
n3sopuwHux IP agpeca geo 6oTHeTta. LUTeTe HacTtane 0BMM HamajAoM MOry ce yMahWUTU
kopuwherem Web application firewall-a (WAF).

* AKO je Hanaj OTKpMBEH, 3aTpaxute nomMoh u npyxawe Mepa 3awTtute of WNCM-a aa éucte
ybnaxunu Hanag,



TUNOBU PEPNEKTOBAHUX DDoS HANALA

NTP pednexktoBaH 1 nojavaH (reflection and amplification) Hanaz

NTP (Network Time Protocol) pednektoBaHu Hanaj je BpCTa Hamaja rhe Hanajad reHepuile
caobpahaj Ha cepBepy. NTP ce KOPUCTU 3@ CUHXPOHM3aLMjy BpeMeHa n3mehny cepsepa U KJIMjeHTa,
Kao 1 nsmehny camux cepsepa, a kopuctn ce UDP 123 nopT. Hanagay kpage IP agpecy Beb cepsepa
KOjer un/baHo Xenwn Aa HanajgHe v Tpaxun o NTP cepBepa Aa rnoLlasbe BearKy KOJMYnHy 04rosopa
naketa (puKcHe BenMYMHe NakeTa) Ka LWU/bHOM cepBepy. EdnkacHOCT Hanaga Moxe ce 3HavajHo
nosehatn kopuwherem TexHonormje nojavarea (amplification technology), Koja omoryhaea ga
oarosop NTP cepsepa b6yze Behu of 3axTeBa Koju je nocnao Hanajgady. Kaga Hanagad
3aTpaxun monlist ca MHornx NTP cepBepa KOju Cy OTBOPEHW Ha VIHTepHeTy, T\ cepBepu OfjefHOM
La/by CBOje OAroBOpe Ha 3axTeBaHW monlist Ka LM/bHOM cepBepy. 3aTUM L/bHW cepBep KOPUCTA
CBe JOCTYyMHe MpPeXHe NMporycHe oncere n He MoXe Aa Mpy>Xu ycnyre KopucHMLUmMma.
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Cnuka 9 - NTP pednekTtoBaHn Hanag,

Mepe 3awTtute op NTP pednexktoBaHor u nojavaHor (reflection and
amplification) Hanaga

e [la 6ucte oTKpUAN fa nun je ynutawy NTP pednekToBaHW M MojadyaH Hanaz, noTtpebHo je za
npernejoM MpexHUX Norosa nposepute nakete ca UDP noptoM 123 n oapeheHe BennynHe
nakeTta n3mehy nssopa.

e lpeay3smnTe cnefehe npeseHTUBHe Mepe Aa 6uCTe ce oABpaHWUIM Of YNasHUX Hanaja v
cnpeynnn NTP cepBep Za ce KOPUCTW 3a Hanaj Ha Apyre KOpPUCHUKe:

—> Kopuctute NTP Bep3unjy cepsepa 2.4.7 N1 HOBWje Bep3nje Aa bucte y NOTNYHOCTN U3bernu
KomaHay monlist nnn kopuctute NTP Bep3ujy Koja He KOpUCTX KomMaHay monlist, Kao WTo je
OpenNTPD.

—> AKO Cce cepBep He MoOXxe Hagorpaantn (upgraded) Ha HOBUje Bep3uje, fofajTe
y KoHburypaunoHun dajn ntp.conf ,disable monitor" n noHoBo nokpeHuTe NTP npouec Aa
6ucte oHemoryhuam eyHkumjy monlist ynuTa.

—> NpuMeHUTe NpaBuna pectpukymnje Ha firewall-y, koja cnpeyaBajy HeoBnawheHe nakete ja
KOMyHWLMpajy ca NTP cepepoM.

* AKO je Hanaj OTKpuBeH, NMpocnejuTe cee 6UTHe MHPOpPMaLMje Koje ce kopucTe 3a Hanag (IP
ajpeca, Benn4ynHa naketa uta.) CM-y v 3atpaxute ¢untpmparse caobpahaja.



TUNOBU PEPNEKTOBAHUX DDoS HANALA

DNS pednektoBaH 1 nojavaH (reflection and amplification) Hanaz

3a DNS (Domain Name System) pednekToBaHu Hanag, Hanazay kopuctu DNS cucteM 3a cnawbe
Benvke KonndumHe nopyka. DNS cuctem KOHBepTyje character-based agpece gomeHa Koje cy
YHOCUAN KOPUCHUUM VIHTepHeTa 3a IP agpece. DNS pednekTtoBaHW Hamaz KOPUCTW MOCTynaK
KojuM Hanagjauy kpage IP agpecy xptBe n wasmse DNS lookup 3axTeBe ka jaBHOM DNS cepsepy.
JaBHV DNS cepBep wWasbe OAroBOp Ha 3axTeB XPTBWU. BennynHa ofrosopa 3aBuUCK 0Of onumja Koje
je Hanagay oapeano y DNS lookup 3axTeBy. Hanagay y 3axTeBy MOXe Aa kopuctu onuujy ANY aa
6u fo6uo MakcmmanaH edekaT Mnojavamsa, koju Bpaha cse mHPopmauuje o DNS 30HU. Kaga
Hanagay ykpage IP agpecy xpTBe 1 nouyHe ga wasme DNS lookup 3axTeB Ha BuLle jaBHUX DNS
cepBepa, XpTBa Aobuja MnojavaH OAroBOp, KOjU Ha Kpajy 3a Uwb MMa Aa WUCKOPUCTU CBe
pacrnosioXmBe NMponycHe oricere XpTee.
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Cnvka 10 - DNS pedpnekToBaHn Hanaza

Mepe 3awTtute opa DNS pednektoBaHor n nojayaHor (reflection and
amplification) Hanaga

e [la bucte oTKpUAWN Aa N je ynuTarwy DNS pednektoBaHW 1 MNojadaH Hanag, noTpebHo je Aa
nperneiomM MpexXHUX JioroBa npoBepuTe pgonasHe DNS query oarosope 6e3 DNS query
3axTeBa.

e DNS cepBucy He 61 Tpebano fa kopucte yHKUNj)y DNS pekyp3sunje y cknagy ca ynyTcTBMMa Koje
Aajy DNS nporpamepu (BIND, Microsoft, ntg,.)

—> Cnegehn cajToBM Bplue npoBepy W TecTupajy fa /v ce jaBHu DNS cepsep MoXe
NCKOPUCTUTW 33 Hanaje:
https://dnschecker.org/
https://www.whatismyip.com/dns-lookup/
https://mxtoolbox.com/DNSLookup.aspx
http://openresolverproject.org/

* AKO je Hanag oTkpuBeH, obpatuTe ce NCl-y n 3axTeBajTe Aa ce naketn GUATPUPAjy Npe Hero

LUITO Ce MoLuasby Ka cepeepy.



TUNOBU PEPNEKTOBAHUX DDoS HANALA

CLDAP pednekToBaH 1 nojavaH (reflection and amplification) Hanag,

Kaga ce pagn o CLDAP (Connection-less Lightweight Directory Access Protocol) pednekroBaHOM
Hanajgy, Hamazay Kpage uumwaHy IP agpecy v wasme CLDAP 3axteBe LDAP cepsepy. CLDAP ce
KOPUCTN 3a Kpeupake, npeTtpaxusBame W U3MeHY [fe/beHUnx VIHTepHeT anpektopujyma w
kopuctn UDP nopT 389. CLDAP pednekToBaHM Hamaj ce oJBWja Tako LITO Hamagay nollase
CLDAP ynuTe Ha Buwe LDAP cepBepa Koju kopucte ykpageHy IP agpecy. LDAP cepsep Lwasbe
OAroBOpe Ha 3axTeB Ha ykpazeHy IP agpecy xpTtBe. XXpTBa He MOXe Ja MPYyXW ycnyre jep He
MOXe Ja ce n3bopu ca BennKoMm KonmyumHoM LDAP/CLDAP caobpahaja koja mpuctmxe y 1CTO
Bpeme. UDP LDAP npoTokon noBehaBa eprkacHOCT Hamaja ynoTpeboM TexHOJornje rnojavamsa,
KOjn ce Moxe nojavaTtu og 52 go 70 nyTa.
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Cnnka 10 - CLDAP pednekToBaHM Hanag

Mepe 3awTtute op CLDAP pednexktoBaHor M nojauvaHor (reflection and
amplification) Hanapa

e [loTpebHO je ga npernegate norose 3axTeBa koju kopucte UDP nopT 389 Ha nsBopy.

e [lpunukom nokpeTarea LDAP cepBepa, nogecuTte npasuna Ha firewall-y kako 6u ce cnpe4ynno
nckopuwhaBare LDAP cepBepa 3a Hamnaa,

* AKO je Hanag oTkpuBeH, obpaTuTe ce NCI-y 1 3axTeBajTe Aa ce nakeTn GUNTpupajy npe Hero
LUTO Ce rnoLuasby Ka cepsepy.

N3Bop:

Guidance on Responding to Denial of Service Attack for SME - KISA
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https://www.boho.or.kr/filedownload.do?attach_file_seq=2354&attach_file_id=EpF2354.pdf

