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OCHOBHHW NoJMOBU YNPABJbAIA PUSUKOM
U KOHTUHYUTETOM NOCNOBAIA

Be3 ynoTpebe nHPopmaumMoHnx TexHoNornja nocnoBHe opraHusauunje[1] He mory
3aMUCINTK CBOje nocaoBame. lpouec gurntanmlaumje je yHanpeamo rnocioBame,
fOHeo 6pojHe 6eHedwuTe, anm ce NapanenHo ca pa3BojeM HOBUX TeXHONOrMja

nosehana M3N10XEHOCT puU3ULMMa W MNpeTHama, LWTO MOXe WUMaTX YTULAj Ha
MMOBWHY, 3anocieHe, WHPopmaunje, Apyre opraHusauuje, Kao M Ha CaMo
nocnoBame.

MpeTke Mo MHGOPMALMOHM CUCTEM YKIbYUyjy MpeKuge noJ yTuuajeM OKONMHE, /bYACKe TpeLuke,
XapZBepcke rpeLuke, cajbep Hanaje Koju Cy 4ecTo 06p0 OpraHn30BaHN 1 BeoMa CoGUCTULIMPaHN,
a nocneauue Mory 6UTK KaTacTpodasnHe No opraHvsauguje.

YuecTanoct cajbep Hanaja je cBe Beha 1 NpUCyTHUja Y APXKABHUM UHCTUTYLMjaMa, GUHAHCU]CKAM
NHCTUTYUMjaMa, YAPYXeHwnUMa, ann 1y Manum 1 cpearwnm npegysehrma, a Koju 3a uumb nmajy
HapylwaBarbe yrnega u penytaumje, kpahy nogaTaka wan WAEHTUTETa, MpPeKuz MoCI0Bakba,
dunHaHCMjcke npeBape, HOBYaHEe M3HyAe U Ap. YnmmbeHuua je Aa je cajbep Hamaje cCBe Texe
feTekToBaTV W afeKBaTHO W MpaBOBPEMEHO pearoBaTh, OAHOCHO Huje Moryhe y moTnyHOCTU ce
3alUTUTUTK, CTOTa je BeEOMA BaXXHO AePUHMCATV NIaHOBE 1 akLMje KojuMa ce npeLmsmpa wTa Tpeba
yPaanTn Kaja ce cajbep Hanaz foroan. YHanpes febUHUCAHN PUSULIA KAo M HaYMHK MOCTynaka
Mory 61TV gobap HauVH yMakera nocienLia npoy3pokoBaHMX cajbep Hanagnma.

Moc/0BHE OpraHmMsauuje N3NoXeHe Cy PasNyunNTUM BpCTama pu3nka Koju Mory 036M/bHO Yrpo3nTu
FMIXOBO MOC/MOBake. Y uwmby obesbehuBarsa MocioBaka y Caydajy Hexes/beHor gorahaja
HEOMXOAHO je MPEBEHTMBHO TMJaHMpPake U Mpejy3nMarbe Kopaka pagu ymakera nociegunua,
omoryhaBarba HacTaBKa paja 1 ornopaBka 0Z, HemnaHNpaHUX Npekraa nocioBHUX GyHKLM]a.

YnpaB/bate KOHTUHYUTETOM nocnoBawa (Business Continuity Management - BCM) je npwuctyn
Le/IOKYNHOM MOC/I0OBaky KOju ce cacToju of MOAuTuKa, npoueaypa, CMepHMua 1 ca HlMa
NoBe3aHVX pecypca, OpPraHn3auMoHUX yaora, OArOBOPHOCTW, oBnawhewa, Kao W MNaaHMpama
aKTUBHOCTM Koje omoryhaBajy ¢yHKLMOHWCame y cayyajy HenpeABUheHnX OKOIHOCTH.

BCM obyxBaTa MNMnaH KOHTMHyMUTeTa nocnosawa (Business Continuity Plan - BCP) koju onucyje
NpUCTYN MpoLeHW npekuaa, MaaHvpaka oOornopaska oOf npekuja, wn cranHor npahera
ornopaska. [lobap nnaH nojpasymeBa fAo6po ypaheHy maeHTUdmKauunjy, aHanusy n esanyauunjy
pu3vka, AedUHMCaHe K/by4yHe rpouece, ajekBaTHO MWMIMIEMEHTUPAHO pellere 3a ornopasak
cucTema, NaaH akTUBHOCTU N AOAe/beHNX OLFOBOPHOCTU.

MpumepeHa npoueHa pusMka wuaeHTUdUKyje npeTHhe 1 ParbMBOCTU  KOjMa je  U3/I0XKeHa
opraHusaumja, npouemwyjyhn BepoBaTHohy ga he ce Hekm gorahaj foroanmTn n  HEroBsy
noteHumjanHy nocneguuy (Cavka 1). Ha Teme/my Tora ce MOXe O4peAuUTV 1 MPOLLEeHUTN CTBapHa
N3N0XXEHOCT PU3MKY U YYMHKOBUTO MIAHMPATU ynaraka Kako 61 ce MoCTUrao OYeKrBaHW HUBO
6e3beaHocTU VKT crucTtema.

[1] MocnoBHa opraHmsaLyja obyxeaTa, ann Huje orpaHnyeHa Ha NpeayseTHVKe, KoMMAaHujy, kKoprnopauujy, prpmy, npesysehe,
OpraH BnacTu, NapTHepPCTBO, AO6POTBOPHY OpraHM3aLujy AN MHCTUTYLM]Y, WA HUXOB 4e0 UAKN KoMB1HauKjy, 6e3 0631pa Ha
TO Aa I Cy 06jeANbeHN AW He 1 Aa NI CY JaBHOT UM NPUBATHOT KapakTepa.



PAHGUBOCT NOCNEANUA
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HamepHe npertioe JbyAacKe rpeluke PuUHaHCHjcKM rybuTak
YHyTap opraHusaunje HepoctaTtak 3Hakba lybutak yrnega
Cnoma Hepocrarak nHTepeca lybutak BpemeHa
Duanuke 3amop

Noruuke

HeHamepHe TexHUuKe parbUBOCTH

lpewke HesawruheHa mpexa

Keaposu Heawypupaxe annukauuje

Hezawrtuhen WiFi

Cauka 1 - HacmaHak 6e36e0HOCHUX UHYUdeHama

Pn3uk je kombrHaumja nocneguua Hekor gorahaja (ykbyuyyjyhn m npomeHe y OKOMHOCTMMA) Y
noBesaHe BepoBaTHONe HacTaHKa. Y KOHTeKCTy UHbopmauMoHe 6e36efHOCTU, PUSULA MO
6e3besHOCT nMHGOpMaLIMja MOry Ce 13pa3nuTh Kao edpekaT HeCUrypHoOCTU Ha Lu/beBe 6e3besHOCTH
nHbopmauyuyja.

YnpaB/batbe PU3UKOM je MnpoLiec Koju obyxBaTa CMCTEMATCKy MPUMEHY MOAUTUKA MeHalLIMeHTa,
npouegypa 1 rnpakce Ha akTUBHOCTV KOMYHULMPaka, KOHCY/1TOBaka, YCNOCTaB/bakba KOHTEKCTa n
naeHTMdGNKOBaHa, aHann3Mpara, BpPeAHOBaHA, MNOCTynawa, npaherwa, nNpeucnuTBama U
Mn3BellTaBara O CBMM PU3MLMMA KOjU MOFY YTULATU Ha A0CTU3are CTpaTewknx N GUHaHCUjCKNX
umbeBa opraHusaumje (Cnnka 2).

HpeHTudurkaumja Bpearosaise

pH3HKka Aanusa pusuxa H i e Npaherse pranka e Ll Masewrasarse

PHIHKOM [:LELLE]

Cnuka 2 - lpoyec ynpasmarea pusukom



NaeHTudrKaumja prsmka nogpasymeBa npoHanaxene, npernosHaBake U ON1CBaHe pusnKa Koju
MOTY MOMORK MK CIpeyYnTn opraHmsaumjy a nocTurHe ceoje Lubese. O6ANLM CNOBHUX MPeTHN
KOj ce MOry jaBUTU NPUAINKOM UAeHTUUKaLMje pr3rKa npukasaHn cy Ha Canum 3, oK cy obanum
YHYTpaLLUHUX NpeTH U npukasaHn Ha Chnun 4.

= [posana-kpaha * [Mposamusaree y UKT cuctem — Hanag, Ha
pavyHapcKy MPEKY U CEPBEPCKY
MHpaCTPYKTYPY

*  OTtvuakse nogaraka

L HamepHa wreTta unu caborama
*  Oayutyaumja (HectabunHocT) HanoHa

*  MNoxap
* HeosnawheHa nameHa nogartaka
* lonnaea
) = [ybuTak nogartaka;
*  HeoenawheH NnpucTyn npocTopujama
*  OrpaHu4asarbe JOCTYNHOCTK yonyre

*  Heonawhen npuctyn nogewasarsiima (eHrn. denial of service attack)

*  3noynotpeba osnawhersa npuctyna

= Henpecranw Hanag Ha oapehere pecypce
pecypcuma UKT cuctema p A Apef) pecyp

*  MHCTanuparse 3n0HamepHor codTeepa y

= HeoBnawheHo npukyn/batbe nogaraka
PrKY A okeupy UKT cuctema

nytem HeosnawheHor Hagsopa Hag
KOMYHMKaLLMjOM UK CoLMjanHUM
VHMEHEPUHIOM

Cnuka 3 - 06AUYU CNOBHUX NpemibU

. lpewwxa npunMKom ofpmasarea

+  CmareHa epukacHocT pana

*  Hepocrarak ocobiba

. Hanywrawe dpupme

*  3noynotpeba osnawhera npucryna

*  HeoenawheH npucTyn nogelwasarbmuma

. Heosnawhen npucTyn anaMkaumjama

*  Hopuwhere ypehaja Ha HeosnawheH
HauuH

+  TyButak moBunHnx ypehaja nam
MeauMja ca nogauuma

*  Heoenawheno kopuwhetse ypehaja 3a
NPUCTYN jABHOj] MPEXK

*  OnepaTtveHa rpewka ocobrba *  Kpaha naentureta KOpUcHUKa

HEHOHTPDJ’IHCBHD HOMUpake
lyButak noparaxa
Lypere nudopmaumja

MNpexkna y GYHKUMOHHCAKY cHcTema
WK aena cucrema

OTtKas onpeme

HenoeoreHa Temnepatypa ambujenta
Owreherse Hocava nogaraxa

Cnabe nepdopmance

Nowa koHdurypaumja (xapaeepa)
NpeonTtepeherwe caobpahaja

Cnuka 4 - 06auyU YHYMpawrUx npemrsu

AHanusa pusuKa je npoLiec pasymeBarba Npupoje pursvka v yTephrBarsa HMBOA pU3KMKa.

BpeaHoBake puUsMKa 3axTeBa OLehMBarbe pU3Mka U MeTody NMocTyrnaka ca pu3rKoM, kKoja Moxe
06yxBaTUTM MpPOLEHY TPOLLUKOBA W KOPWCTW, 3aKOoHcke obase3e, 6pUry O 3anmHTepecoBaHUM
cTpaHama 1 ApyruMm ynasHum enemeHTrMa. OBUM MOCTYMNKOM je MoTpebHO KBaHTUPUKOBATU U
OAPEeANTN NMpUOpPUTETE PU3MKA MPemMa KpUTepujymMrMa 3a npuxsaTarbe, OAHOCHO HernpuxBaTakbe
pu3mKa.



Moryhe onuuje 3a nocTynakwe ca pUsuUKoM 06yxBaTajy cnegehe oanyke:

* [lpuMersmBare ogroBapajyhmnx mepa fa 6v ce pusnLm OTKAOHUAN U CMaHbUAN;

* [lpomeHa BepoBaTHONe HacTaHKa PU3KKa;

e [lpomeHa nocneanua;

® 3Hanauku 1 06jeKTUBHO NMpurxBaTare pu3nka, obesbehyjyhn ga oHM jacHO 3a40BOJbE MOJIUTUKY
opraHusaumje v KpUTepunjyme 3a npuxeBatakbe puU3vka;

* li3beraBame pu3MKa He gonywwtajyhm mepe koje 6u goBene A0 MojaBe puM3nka, OAHOCHO Aa ce
He NoYmnHe NN He HaCTaB/ba Ca akTUBHOLINAY KOja AOBOAM L0 pU3MKa

e [le/bere pr3nMKa ca LPYyrom CTpaHOM UAK cTpaHama, Ha npumep ocurypasajyhum kyhama.

ToKOM LeNnoKynHor npoweca yrnpasmbaka pU3nMKoM Tpeba nmatn y BUAy Aa NocTynamwe ca pu3rkom
MOXe CTBOPUTY HOBe pU3MKe Unu MoandunkosaT noctojehe.

CBpxa Haarnepawa u npahewa pmsmka je nobosbluarbe KBanuTetTa N ePUKACHOCTM MpUMeHe
pe3ynTaTa mpoueca 3a MocTynarba ca PU3MKOM, CHUMakeM pesyataTa U MnpyxakeM MOoBpaTHUX
nHdopmauuja.

LlenokynaH npoulec yrnpas/barba pPU3NKOM M pesynTaTe npoueca je noTpebHO AOKyMeHTOoBaTU U
BPLWNTM wW3BewITaBawe MnomMmohy ogrosapajyhux wmexaHumsama. Ha Taj HaumH ce npyxajy
nHpopmMauuje koje cy noTpebHe 3a AOHOLLEHEe 0JJ/yKa, NObOo/blUarke aKTUBHOCTU 3a yrpaB/barbe
PU31KOM Kao 1 3a noTpebe 04roBOPHMX N1La 3a NpoLec yrpaB/bakba PUSNKOM.

C 063MpPOM Ha 4uMheHUUy Aa ce obnact cajoep 6es3bepHoCTM 6p30 passBuja, Aa 6U npoLec
yrpae/bakba pPU3NKOM 6MO ycrellaH, HeoOnxoAHa je M KOHCTaHTHa npoBepa UAEHTUPUKOBAHMNX
pu3nka n geduHNCaAHNX Mepa Koje Tpeba NPUMEHUTU, Kao U KOHTUHYMPAHO NO60o/bLLIAHKE HauMHa U
nnaHoBa 3a ynpas/batbe pUsnLnMa.

HayuoHanHu LEPT Peny6auke Cpbuje He npomosuwe uau ¢asopusyje 6uno koju 00 KopuwheHux
jasHux ussopa, MeRy Kojuma cy U KomepyujanHu npou3eodu u ycayze. Cge npenopyke, aHasau3e U
npedsno3u damu cy y yumy npegeHyuje u 3auimume 00 6e36e0HOCHUX pU3UKa.

V13Bopu:

e SRPS ISO/IEC 27000:2016 VHbopmaLumoHe TexHonormje - TexHuke 6e3begHocTn - Cuctemu
MeHaLIMeHTa 6e3besHoWwhy MHPopMayuja

* SRPS ISO/IEC 27005:2011 VHbopmaumoHe TexHonormje - TexHuke 6e3begHocTn - Cuctemu
MeHaLIMeHTa 6e3besHoWhy MHopMayuja

* |SO 22301:2019(en) Security and resilience — Business continuity management systems —
Requirements

* |SO 22313:2020(en) Security and resilience — Business continuity management systems —
Guidance on the use of ISO 22301

* |SO 31000:2018(en) Risk management — Guidelines

e Ctyanja W3BOA/LMBOCTU YCMoCTaB/baka rMpoueaypa HauvoHanHor UEPT-a mn ynpasmbarna
CUCTEMOM 3a NpujaBy nHUMAeHTa; OKBMP NNaHa KOHTUHyMTeTa nocnoBaka 3a LIEPT nnatdopmy
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