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SAWTUTA NOAATAKA

O4 nouyeTka nNaHgemuje TPyAUMO ce Aa MOLUTYjeMO 34paBCTBEHE U XUTujeHcKe
npenopyke y Lu/by nNpeBeHLmMje 04 BUPYCa, a WTa je ca NpeBeHUNjoM o4 cajbep

npetkn? Konmko cekyHAU Tpaje npoBepa nopyka enekTpoHcke nowTte, CMC
nopyKa n Apyrux nopyka koje gobunjamo nytem anamkauuja 3a KOMyHuUKaLnjy?

Cajbep KpUMUHaNLUM KOPUCTe CTarbe NaHAemMuje 1 CBakoAHEBHO Tpaxe HauduHe 3a 3710ynoTpeby
npeTpare KOPUCHMKA Ha MHTEPHETY, KOju Xene Aa ce MHGOPMULLY O CaBeTMMa 1 BeCTUMa Y Be3u
ca naHaemmjom. Cajbep npeTHama CMO CBW NoAjeaHaKo 1U310XeHW, 6e3 063mpa Aa 11 NHTepHeT
KOPWUCTMMO Y MOC/I0BHE CBPXE W/ 3@ MPaBOBPEMEHO N Ta4YHO MHPOPMUCaHbE.

Aunrntanusaumja je cacTaBHU Ae0 CBaKOAHEBHOr XMBOTa Yy jowwl Behem 06MMy, Ma UHTepHeT
KOpPUCTUMO 3a ObaB/batbe pafHWX 3ajataka, yderwe ca JeuoM U UHPopMUCame O CTamby
naHgemuvje. Cajbep KpuMMHaNUM uckopuwhaeajy cTakwe npunarofaBawba Ha BaHpeAHe
OKOJIHOCTW XMBOTA U paja, Kao n 6opbe ca CTpaxoM OJ BMPYCa N HEU3BECHOCTW, U NpoHanase
HauuHe ja Aohy A0 HalLMX NOojaTaka, Koje YyBamMo Ha NPeHOCHUM ypehajuma.

JeaaH oA HaumMHa Hanaga cy GULWIMHI KaMnake Koje AUCTPUOYMpajy Manvumo3HU AVNHK WUAN
LOKYMEHT 1 33 Un/b nMajy Kpahly mojaTtaka, a of, KOPUCHMKA ce 3axTeBa bp3a peakuunja, Hajuewhe
Camo jefiaH KVK.

Jocajawry nojaun ykasyjy Aa je y cBeTy o caga 3abenexeHo 300.000 jeanHCcTBeHUX cajbep
npeTkX Koje 370ynoTpebsbaBajy MaHAemMujy 1 MaHunyauwy notpebom sbyan Aa  6yay
NHPOPMUCAHN.

Tunosw cajbep npeTHK Koje kopucTe Bupyc COVID - 19

3noHamMepHe nopyke 199.379

3n10HamMepHe gaToTteke 81.315

3noHamepHe URL 22.767

Cnuka 1 - MNpeTke aeTekToBaHe y nepuogy 01.jaHyap-27.mapT 2020.roanHe, M3sop: Micro Trend [1]

Jow jeaaH Bug 3noynoTtpebe naHAemuje CBakako npescraB/ba M MacOBHO PErmcTpoBare NaxHUX
WHTEPHEeT CTpaHuLa. 3a BpeMe Tpajakba NaHAemMuje, 3Ha4ajHo je noBehaH 6poj NaXKHUX UHTEPHET
CTpaHuua Koje kopucTe TeMy Bupyca COVID-19, 04HOCHO caZp>Xe HeKn O MNojMoBa naHaemuvije y
Ha3mBy AgomeHa ("Covid19/Coronavirus”). MNopea ancTpnbyLmje cajoep Hanaga, oBe CTpaHuLe ce
KOpUCTe 3a NaxHy Npojajy MeAuLMHCKe ornpeme, CcyrnjiemMeHaTa, J1ekoBa, BakLUMHa 1 NpeBapom
KOPUCHMKa, Xakepu Jonase f0 NPOT1BNPaBHO CTeYeHe NMOBUHCKE KOPUCTU.

[1] https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/coronavirus-used-in-spam-malware-
file-names-and-malicious-domains



Apyrn Buz 3noynotpebe je MAacoOBHO PErncTpoBakbe NaxXHUX WHTEpPHET CTpaHuLa ca TeEMOM
akTyenHor Bupyca. OHe ce Ja/be KOPWUCTE W 3@ NaxHy MpoAajy MeAMLMHCKe orpeMe,
cyrniemMeHaTa, /leKoBa, BakLMHa, a Kao pe3ynTaT Xakepu CTUYy MNpOTUMBMPABHY WMOBUHCKY
KOpWCT.

Og4 camor nouyeTtka nMaHAemuje, a y Uuby npeBeHLUMje HOBOHAcTalor BMpyca, TPYANUMO ce Aa
noLuTyjemMo 34paBCTBeHe 1 XUTMjeHCKe npenopyke. MeRyTum, WTa je ca NnpeBeHUMjOM Kaja cy Y
nuTamy cajoep npeTre?

BaHpeAHe OKONHOCTW HacTane ca NojaBoM KOpOHa BUpyca gornpuHene cy nosehaHoj ynotpebu
NHTEepPHeTa: BUPTYe/IHe YUMOHULE, KOHbEPEHLNjCKN MO3UBU, NHPOPMIMCakse O CTaky NaHaemuje.
Be3 063upa Ha TO y KOje CBpXe Ce VHTEpHeT KOPWCTW, cajbep mpeTHama Cy CBW MoAjesHako
N3N0XEHU.

MpunarohaBake Ha BaHpeAHe YyC/OBe XMBOTA W paja, TakKo3BaHW cajoep KpPUMUHaALUW
naaHnpaHo KopucTe. Jok ce Ha jeHOj CTPaHU KOPUCHULM MHTepHETa MHOOPMULLY, Ha MpuMep,
O CaBeTVMMa W BecTMMa Be3aHWM 3a NaHZeMujy, Ha JApyroj CTpaHu cajbep KpUMUHaALN
CBaKOJAHEBHO Tpake HOBE HauyMHe 3a 3/10ynoTpeby akTUBHOCTU Ha MHTEPHETY.

JepaH oA HaumHa 3no0ynoTtpebe je GUWIKMHT Kamnawa. Haume, HOM ce aucTpubympajy
MannuMoO3HM JINHKOBM WAW AOKyMeHTa C uubem Kpahe nogataka kojy omoryhaBa jeaaH
KOPWUCHNKOB KWK Ha NNHK Ca Ha3nWBOM OJ WHTepeca. [locajallrL nogaun ykasyjy Aa je y cBeTy
3abenexeHo 300.000 jeanHCTBEHMX Ccajbep MpeThW Koje 3n0yrnoTpebrbaBajy MaHAeMujy u
MaHUMyAuLwy noTpebom wyan fa 6yay nHGopmmcaHu.

Apyrn BuZ 3noynotpebe je MAacoOBHO PErncTpoBakbe NaxXHUX WMHTEpPHET CTpaHuLa ca TeMOM
akTyenHor Bupyca. OHe ce Ja/be KOPWUCTE W 3@ NaxHy MpoAajy MeAVLMHCKe orpeme,
cyrniemMeHaTa, /lekoBa W BakLMHa, @ Kao Pe3y/nTaT Xakepu CTUYy MpOTMBMPABHY WMOBUHCKY
KOpWCT.

PUWUHI NYTEM NOPYKA ENEKTPOHCKE
NOWTE

TokoM maHgemuje je 3Ha4yajHo nosehaH 6poj PULWIMHI KaMMaka Koje Kopucte

Bupyc COVID-19 y 310HamMepHe cBpXxe.

Hajuewhe cy oBe nopyke efneKTpOHCKe MoLUTe Ha eHr1eCckoM je3uKy (MocTajy MacoBHUje 1 NopyKe
Ha UTaNVjaHCKOM W MOPTYraackoMm), AOK Cap>Xaj MopyKka Bapuvpa y 3aBUCHOCTW OZ rpyrie Koja je
MeTa Hanagja (opraHu jaBHe BNacTy, 34paBCTBEHe YCTaHOBe, CTaHOBHMLW oApeheHe gpxaBe naun
rpagose). Hacrnosm rmopyka kao ,Mamay” cagpxe pey COVID-19, coronavirus (Hnp. 2020
Coronavirus Updates nnu camo Coronavirus Updates, 2019-nCov: New confirmed cases in your
city nmam 2019-nCov: Coronavirus outbreak in your city (Emergency), AoK je TeKCT mopyke
KpenpaH Kao caBeT yrnyheH og CTpaHe eMWHEHTHWX opraHu3ayunja nam komnaHumja (Hnp. CeeTcka
34paBcTBeHa opraHmsaumja, UNICEF, CISCO).

OapeheHn 6poj dUWIMHF Hanaga UMa 3a Uub Kpahy KpedeHuwnjana [2], AOK APYrv UMajy 3a Lusb
ANCTPUBYLMjY 3N10HaMepHoOr codTBepa.

[2] KpegeHuwjan je cTpykTypa noAataka Koju nosesyje MAEHTUTET KOPUCHMKA W Hberose aTpubyTe 1 Koju ce Lasbe
BepuduKaTopy paav NpoBepe naeHTUTeTa 1 NpaBa NpUCTyna.



KPABA KPEAEHUWUJANA

PULWKMHT Hanaj KojuM Hanajay Hamepasa 4a Aohe A0 KpeAeHLUnjana KOPUCHKIKA,

3axTeBa XWTHY peakuujy KOPUCHMKA W KAMK Ha NIMHK KOju Ce Hanasun y TekCTy
nopyke.

JINHK BOAW Ha NaXxHy WHTEpPHeT CTpaHuuly Koja y HasuBy cagpxwu COVID-19, a 3a npuctyn
nHdopmaLmjama ca CTpaHuLie 3axTeBa Ce YHOC ajpece enekTPOHCKe mowiTe U no3uHke. Ose
WHTEPHeT CcTpaHuue wn3rfiefajy Kao JIernTuMHe U Jeflyjy Kao noysjaHe, ann ce 3/I0HaMepHun
nokyLlaj MoxXe yTBpAUTW JeTa/bHUM nipernegoM URL-a. YHoC KpegeHumjana of CTpaHe
KOpUCHMKA Hanagayy omoryhaBa npuCTyn HEeroBoj efieKTPOHCKOj MOLWTK KOpUCHMKaKoja
Hajuelwwhe cagpXn NMYHe N NoBep/bMBe NodaTke (HMp. VI3BOAM ca 6aHKOBHOI payvyHa), a Moxe
NCKOPUCTUTY U UMEHUK KOPUCHMKA 3a Jasbe Lpere GULLNHT Hanaza (Cavika 2).

Re:SAFTY CORONA VIRUS AWARENESS WHO 5 C O PR 20
@ World Health Organization- O T
/ i -mai X
72 World Health Verify Your E-mail

# Organization

Dear Sir,

Password
Go through the attached document on safety measures regarding the ASSWOIT

spreading of corona virus. -

Click on the button below to download

Symploms common symptoms include fever,coughcshortness of breath and
breathing difficulties.

Regards,

Dr. Stella Chungong
Specialist wuhan-virus-advisory

Cnuka 2 - DULLVHT KOju ce KOPUCTY 3a Npubas/bakse KpegeHumjana [3]

AUCTPUBYUUJA 3N10OHAMEPHOI COPTBEPA

OULIVIHT Hanag KojuMm ce AucTpubyrpa 310HaMepHW copTBEp, OL4HOCHO ManBep,

Hajuelhe cagpXu TEKCT MOPYKe KOjMM Ce 3axTeBa OTBapakse Npuora.

Ha ocHoBy cratucTnukmx nogataka [4] uyak 45% oéuwunHr nopyka cagpXxano je 'y
npunory AgentTesla Keylogger. OBaj ManBep je AUCTPUBYMPAH NaXHVM MpeACTaB/batbeM Yy Me
CeeTcke 3apaBcTBeHe opraHmusayuje (Cavka 3).

[3] https://nakedsecurity.sophos.com/2020/02/05/coronavirus-safety-measures-email-is-a-phishing-scam/
[4] https://www.group-ib.com/media/wp-content/uploads/2020/04/pic1@2x.jpg
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Message

Coronavirus (2019 -nCoV) Safety Measures
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Tuesday, February 4, 2020 at 7:08 PM
Show Details

ﬂ CoronaVirus_Safety...
1.6 MB

Download All Preview Al
Dear Sir/Madam,

Go through the attached document on safety measures regarding the spreading of corona virus,

This little measure can save you.

WHO is working closely with global experts, governments and partners to rapidly expand scientific knowledge on this new
virus and to provide advice on measures to protect heailth and prevent the spread of this outbreak.

Symptoms to look out for; Common symptoms include fever, cough, shortness of breath, and breathing difficulties.

Regards

General Internist
Intensive Care Physician

WHO Plague Prevention & Control

{70 World Health

Cnnka 3 - JTaxkHo npejcTaB/bare CBeTCKe 34paBCTBEHe opraHu3aumje

Of npuMaoua nopyke efieKTPOHCKE MoLuTe ce TpaXu Aa OTBOPW MPWAOT 3a KOju ce TBPAWU Aa
CafpXnM Mepe 3alTUTe O Lumpera KopoHa Bupyca. OTBaparemM npusora nHcTaavpa ce Massep
Koju Hanagady omoryhaea ga fobuje CBe LUTO NpeBapeH” KOPUCHWK OTKyLa Ha TacTaTypu, of
JIO3UHKN [0 cajp>Kaja Mopyka eNeKTPOoHCKe nowiTe 1 Tako 1MMa MoryhHOCT fa npaTu CBe Herose
aKTUBHOCTW Ha mpexn [5].

JeaaH o HajekCTpeMHMjUX Npumepa je NMopyka eneKTPOHCKe MoLUTe KOjOM HaBOAHO NOKa/Ha
6onHMLa obaBellTaBa NpuMaoua Aa je 61o/6una y KOHTaKTy ca npujate/bem, pohakom wmnu
KOJIerom Koju je MO3UTUBAH Ha BUPYC KOPOHE 1 Tpaxwu ga oATamna AOKYMeHT M3 npuaora v
ofHece y Haj6mxKy 6oHNLY.
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Cnvka 4 - dULVHF nopyka KojoM ce ANCTpmbyrpa mansep

[5] https://www.bbc.com/news/technology-51838468



Kaga npumanay, oTBOpU JOKYMEHT 13 npunora sugehe obaseluTere ja je 3a nperniej JOKyMeHTa
HeOoNXoAHO Ja KAuKHe Ha 'Enable Content' (Civka 4). KnmkoM Ha OBO Ayrme npeysvma ce u
ayToMaTcky rnokpehe Mansep, Koju ybpusrasa ogpeheHe npouece y onepaTvBHU CUCTEM
nprMaoLa, kako 61 ce cakpmo of aHTUBMpPYCa 1 Apyrix 6e3beaHOCHUX copTBepa.

PUWUNHI NYTEM CMC NOPYKA

®uwmHr nytem CMC nopyka koju kao mamau, kopuctn COVID Hema camo 3a uu/b HaBohere
KOPUCHMKa Aa 13BpLIN ogpeheny ynnaty Beh ce KOpUCTU 1 3@ Npubas/bakse KpejeHuyjana.

Y Hawoj 3eM/bu cy 3abenexeHn GUWMHI Hanagn CMC NopykoM Koja CafpXu IMHK Ha KoMme ce
HaBOAHO Hanasn obasellTere CBeTCKe 34paBCTBEHE OpraHv3auuvje o0 puU3MKy o4 naHaemuje.
KopuwheHa je kombuHaumja BuLLe je3nka M Nucama, WTO 6K Tpebano Aa M3a30Be CyMmby
KOPUCHVKa jep je TO jejaH 0f 3HAaKOBa Ja je pey 0 NaXXHOM obaseLuTerny (Canka 5).

_—

SMSinfo >

WHC tajékoztatasa a
koronavirusrol!

Obavestenje WHC grupe o
riziku epidemije koronavirusa!
WHC iHpopmMmye npo
KOpoHagipyc!

Cnuka 5 - JlaxxHo obaBeluTerse CMC



ANCTPUBYUUJA MANBEPA NYTEM BEDB
ANNUKAUUIA U PAHCOMBEP KAMNAKE

JepaH oz mpBuUXx MpuMepa MaHunynaumje notpebe 3a MHPopMauvjama O PacnpocTparbeHoCT
Bupyca COVID-19 je kpeupare ManvuuosHe aniavkaumje Koja Ha KJIOHMPaHOj Manu ceeTa
YUYNUTaHOj 13 IErMTVMHOTI N3BOPa O3HayvaBa NoJpydyja 3axsaheHa enngemujom (Cnnka 6).

(2 Corona-Virus-Map.com _ o %

uangdong Mainl
and China

Zhejiang Mainland (¥
China

Cnwnka 6 - Annvkaymja Corona-virus-Map

MNpeBapeHn KOPUCHNLM UHCTaNnparkeM Mare 3anpaso npeysrMajy Ha CBoje pauyHape 3apaxeHy
n3BpLUHY fgaToTeky Corona-virus-Map.com.exe Koja cagpxu TpojaHua AZORult. Osaj maneep
Kpaje KpegeHuMjane Kao LTO Cy KOPUCHMYKA MMEHAa, N031HKe, BpojeBu KpeanTHUX KapTuua v
Apyre oceT/bvBe MojaTke KOju ce 4yBajy Y MHTepPHeT npeTpaxuBayy. YkpajeHe unHPopmauuje
Hanaza4m MOry KOpUCTUTW 3@ NPUCTYN 6AHKOBHUM padyHUMa, APYLUTBEHVMM MPeXama, a Mory nx
yak 1 npogaTtn Ha Dark web-y [6].

ANCTPUBYLUUJA MANBEPA NYTEM BEDB
ANNUKAUUIA U PAHCOMBEP KAMNABE

3a notpebe AucTpubynpara ManBepa, KpeupaHa je WHTepHeT CTpaHuua Koja NaxHo
npeactas/mba nerntuMHy crpaHudy WiseCleaner (Cnvka 7), nonynapHe anavkaumje 3a
onTMM3aLMjy onepaTuUBHOr cuctema. Ha oBaj HauMH Cy KOpPUCHULMMAa UCnopyyeHa ABa
Maneepa: CoronaVirus paHcomMmBep 1 TpojaHaL, Kpot.

[6] https://blog.reasonsecurity.com/2020/03/09/covid-19-info-stealer-the-map-of-threats-threat-analysis-report/
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Cnuka 7 - WiseCleaner

HakoH wWwTO TpojaHay ykpaze konadmhe 1 KpedeHuMjane 3a JIOrOBakbe KOjU Ce 4yBajy Yy
cepBMCMMa Kao LWTO Cy WHTEpPHeT npeTpaxmuBauyun, anavkauwje 3a pasmeHy nopyka, VPN,
FTP, enekTpoHCKa MoLUTa, rejMepckn Hanosm u apyru, nHctanupahe ce CoronaVirus paHcomBep
KOju 3aK/by4daBa MojaTtke Ha padyHapy.

OTKyMHWHa 3a OTK/by4aBake faToTeka nsHocu 0.008 6uTtkomHa (oko 50 amepurykmnx fgonapa), anu
JOK KOPUCHWK pasMulL/ba fJa M Aa MAatv OBaj M3HOC WAW He, Hamajay 3noynoTtpebrbasa
nHopmaunje npmbas/beHe y3 nomoh TpojaHua. M3 Tor passiora ce npenopyuyyje WTO XUTHWja
NMPOMeEHa CBUX JIO3UHKN KopULhereM Apyror HesapaxeHor padyHapa [7].

OcTtann maneepu Koju ce Hajuellhe KOpPUCTe 3a BpeMe OBe Kamnake cy TpojaHay, Netwire Remote
Access [8], mogynapHu TpojaHal, TrickBot [9] u mHoru apyru.

[71https://www.bleepingcomputer.com/news/security/new-coronavirus-ransomware-acts-as-cover-for-kpot-infostealer/
[8]https://blog.malwarebytes.com/scams/2020/03/coronavirus-scams-found-and-explained/
[9] https://blog.malwarebytes.com/detections/trojan-trickbot/



3N10YNOTPEBA KOMYHUKALMNOHUX
NNAT$®0PMU

Y OKOJIHOCTMMA NaHAeMuje, N NpenopyvyeHnm pagom oj kyhe, nosehaH je 6poj
3n0ynoTpeba OHNAJH KOMYHWKAUMOHUX NAatopmu, Kao wWTo cy OGUWKHT

NHTEPHEeT CTpaHuLe, Koje OnoHallajy nermtumHe naatopme 3a OHNAJH yyere
(Ha npumep Google yunoHmnua), nokyLiaju kpahe kpegeHumjana v cn.

Mnatdopma Koja je cTekna Hajsehy MomynapHoOCT je Zoom KOMyHMKaLMoHa nnaTtdopma, Kojy
KOpucTe MHOre obpa3oBHe yCTaHOBe, KOMMaHWje 1 OpraHu ynpase U TPeHyTHO vma oko 13
MUINOHA aKTVMBHMX KOPWCHMKA MeceyHOo. YMNpaBo 3a OBy ni1aTGopMmy je KapakTepucTuyHa
MacoBHa peruncrpauynja HOBUX NIA@XHUX ZOOM JOMEHa Kao W MalnUMO3HUX ZOOM W3BPLUHUX
fatoteka[1]. Kpo3 ancTpmbyumjy naxHux AMHKoBa/fatoTeka nytem yeta (eHr. chat) n oTBaparbem
NCTUX Of, CTPaHe KOPUCHMKa naatopme, Hanagaumma je omoryheHo cnposohere pasnnumntmnx
MannUNO3HNX aKTUBHOCTU. /1o caj cy ieTekToBaHe MaanLMo3He gaTtoTeke ca Ha3nBOM "Zoom-us-
zoOM_##########. exe" umjuM nokpeTareM ce NHCTanmpajy HexesbeHn nporpamu. NMpenopyka
je Aa KopucHUUM npeysnmajy anamkauujy 3a npuctyn Zoom naatopmum ca 3BaHUYHE MHTepHeT
cTpaHnue[11] kao n pegoBHO axypupare nnatdopme[12]. MNMpeactaBHULM ZoOm-a MPenopyy4yjy
ayToMaTcKo reHepucarbe meeting ID n n3beraBarbe onumje ,personal meeting” 3a cactaHke ca
Behum 6pojem KopucHmkal13].

HIJACKING

HoBw Tnn caj6ep Hanaja koju ce rnojaBsyje je "kmgHanoBake” (eng. hijacking)

DNS nojellaBaka pyTepa.

MpeTpaxuBay npukasyje nopyky naxHe COVID-19 annmkauwnje of CseTcke 34paBCTBeHe
opraHusaumje, 1 nNpeActae/ba ManBep yuja je cBpxa Kpaha nogataka. Y nperpaxusayy ce oTBapa
nopyka koja ynyhyje Ha uHcTtanayujy COVID-19 mHbopmaTvBHe anaukaumje Koja HaBOAHO
npvnaza CBeTcKOj 34paBCTBEHOj OpraHmM3aumjn.

YKONNKO KOPUCHUK Mpey3Me U MHCTanmpa OBy NlaxkHy anaukauujy, ymecto anavkauumje o COVID-
19, Ha KOPWUCHWYKOM padyHapy he 6uUTW WHCTanMpaH ManBep TpOjaHal, KOju MPUKYM/ba
nHdopmaumje o4 KOPUCHKKA, Kao LUTO Cy: Konaumhu n nctopuja npetpaxmsama; nHdopmalnje o
nnahawnMa; cavyBaHU KpedeHUMjanu 3a J0roBakse; TeKCTyalHU AOKYMeHTW; popMe Koje ce
ayTOMaTCKX Monykasajy Yy MnpeTpaxmpady; CAMKe eKpaHa KopucHuka u cn. [MpukynmbeHe
nHdopmaumje Hanagay Moxe UCKOPUCTUTA 3@ Aasbe Hanaje Ha OHMajH Hajore KOPMCHMKA, Kao
WTo cy Kpaha HoBLA ca 6aHKOBHUX payyHa, kpaha naeHTUTeTa UAM 3a CNake JasbuX spear
phishing mopyka ka KOp1cHWKY Kako 61 NpuKynno gogaTtHe nHpopmauuje.

Kao mepe npeBeHuMje Cy MpernosHate Kpeupake jakux N03VHKM Kao u oHemoryhaBakse
yAa/beHOr MnpucTyna pyTepmma. YKOAMKO je WHCTanuMpaHa naxHa anaukauuja, notpebHo je
npomeHnt DNS nogeluaBara pyTepa, CKeHupaTu ypehaje, ouncTutn KX 0f Mansepa wu
NMPOMEHUTUN CBe NO3NHKe KOje Cy KOPUCHWLM YHOCUAW AOK cy 6unn 3apaxeHwu. Mpuamnkom
NMpOMeHe JIO3NHKN, BOAUTU padvyHa Ja CcBaka JIo3nHKa byae Apyrayvuja 3a cBaku Hanor[14].

[10]https://blog.checkpoint.com/2020/03/30/covid-19-impact-cyber-criminals-target-zoom-domains/

[11] https://zoom.us/

[12] https://thehackernews.com/2020/03/zoom-video-coronavirus.html

[13] https://www.sans.org/webcasts/downloads/114670/slides
[14]https://www.bleepingcomputer.com/news/security/hackers-hijack-routers-dns-to-spread-malicious-covid-19-apps/



NPENOPYKE

Kopuctehn ce cTarbemM onwiTer cTpaxa, Hanajauu ce TpyzAe Aa TEKCTOM MoOpyke
HaBeZy NMprMaoLa nopyke a KANKHE Ha IMHK UAW AOKYMEHT 13 npuiora Kpos

NaxHo npejAcTaB/bakbe, MaHUNynaumjy emouuvjama, notpebe 3a XUTHOM
peakumjoM 1 Ha Taj HaunH Aohy A0 NojaTaka Koju MM MOry AOHETU HOBYAHY Uan

APYry KOpWUCT.

AKO CTe KJIMKHY/IN Ha JIUHK WA AOKYMEeHT npeay3mute cneaehe kopake:

® AKO KOpUCTUTE CNyxbeHn TenedoH Nam nanton oAgmax KoHTakTupajTe IT cnyxby nocnogaBLa

e AKO CTe Aiann CBOje rnojatke o 6aHKOBHOM payyHy ogmax obaBecTuTe 6aHkKy

e AKTMBMPAjTe aHTUBMPYC U KNKHUTe Ha ,full scan”

e AKO CTe OCTaBW/N CBOjy NO3VHKY, OAMax MPOMEHUTe 031HKe Ha CBUM Balinm Hanosmnma

e AKO CTe u3rybuam HoBal, OAMax KOHTaKTupajTe CBOjy 6aHKy 1 npujaBuTe MNOANLM)N
Ha vtk@mup.gov.rs

e He 6yguTe naka meTta

e [lpoBepuTe nojellaBara NPUBATHOCTM Ha HaNO3MMa 3a APYLUTBEHE Mpexe 1 CBUM OHAajH
Haso3nmMa

e Pa3mMuLbajTe 0 TOMe LWTa 0b6jaB/byjeTe 0 cebu 1 CBOjOj MOPOANLIA

e [lpatuTe wWTa Bawwm npujatesby, nopogunua 1 konere objas/byjy 0 Bama Ha APYyLUTBEHM Mpexama,
jep cBe gocTynHe nHGopMaLmje Mory 6uTK 310ynoTpebsbeHe o/ CTpaHe Hanajauya

e AKO MpUMUTE CyMHVBY MOPYKY eNeKTPOHCKe MoLTe 03HaumMTe je kao Spam/Junk nam je ogmax
n3bpuLimTe.

HayuoHanHu LEPT Penybauke Cpbuje He npomosuuwie uau ¢asopusyje 6un0 koju 00 KopuwheHux
jasHux ussopa, mehy kojuma cy u KomepyujanHu npou3eoou u ycayze. Cee npenopyke, aHasau3e U
npedso3u damu cy y yusmy npeseHyuje u 3auimume 00 6e36€0HOCHUX pU3UKa.
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