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OfZ moyeTka NaHAemuje TPYAUMO Ce Aa MOLUTYjeMO 34paBCTBEHE N XUTMjeHcke

npenopyke y Lu/by NpeBeHLMje 04 BMpPYCa, a WTa je ca NpeBeHLUjoM of cajbep
npetwn? Konmko cekyHAWM Tpaje nmpoBepa mnopyka enektpoHcke nowTte, CMC
nopyKa n Apyrmux nopyka koje 4obujamo nytem anamkauymja 3a KOMyHUKaLujy?

Cajbep KpUMMHaNLM KOPUCTe CTakbe NaHAemMuje 1 CBakOAHEBHO Tpaxe HaumMHe 3a 310ynoTpeby
npeTpare KOPUCHMKA Ha MHTEPHETY, KOju Xee Aa ce MHPOPMIULLY O CaBeTUMa 1 BecTMa Yy Be3n
ca naHgemujom. Cajbep npeTHama CMO CBU MOAjeHaKO M310XeHW, 6e3 063unpa Aa M MHTepHeT
KOPVCTUMO Y MOC/IOBHE CBPXE W/ 33 NMPaBOBPEMEHO U Ta4YHO NHPOPMMCatbE.

Anrntannsauvja je cactaBHWU fAe0 CBAKOAHEBHOI XMBOTa y jow Behem 06vMy, na VHTepHeT
KOpUCTUMO 3a oObaB/batbe pajHWX 3ajaTtaka, yyere ca fAeuoM N MHOOpMMCarbe O CTakby
naHgemuje. Cajbep KpuMuHanuu wuckopuwhagajy cTakbe npunarofhaBakba Ha BaHpejHe
OKOJIHOCTW XXMBOTA N paja, Kao 1 6opbe ca CTPaxoM O BMpyca U HEN3BECHOCTM, U NMpoHanase
HauuHe Aa AoRy A0 HALLMX NojaTaka, Koje YyBaMo Ha NpeHocHUM ypehajuma.

JejaH oz HauvHa Hanaga cy OULLMHI Kamnare Koje AUCTPUBYMpajy ManavuMO3HU JIMHK Uan
AOKYMEHT 1 3a Un/b UMajy kpahy nozaTaka, a o4, KOpUCHKKA Ce 3axTeBa bp3a peakumja, Hajuelwhe
CaMo jeAaH KNuK.

Jocajawrn nojaun ykasyjy Aa je y cBeTy o caga 3abenexeHo 300.000 jeanHcTBeHUX cajbep
npeTky  Koje 3/70ynoTpebsbaBajy MaHAemMujy 1 MaHunyauwy notpebom sbyan fAa  byay
nHGopMUCaHN.

TunoBu cajbep npeTkin Koje kopucte Bupyc COVID - 19

3/10HamMepHe rnopyke 199.379

3N10HaMepHe JatoTeke 81.315

3noHamepHe URL 22.767

Cnuka 1 - MNpeTke geTekToBaHe y nepuody 01.jaHyap-27.mapT 2020.roaunHe, M3sop: Micro Trend [1]

Jow jeaaH Bug 3noynotpebe naHAeMumje CBakako npeAcTaB/ba U MAaCOBHO PerncTpoBake IaxHUX
WHTEPHEeT CTpaHuLa. 3a BpeMe Tpajakba NaHAemMuje, 3Ha4ajHo je noBehaH 6poj NaXKHUX UHTEPHET
CTpaHuua Koje kopucTe TeMy Bupyca COVID-19, 04HOCHO caZp>Xe HeKn O MNojMoBa naHaemuvije y
Ha3umBy gomeHa ("Covid19/Coronavirus”). Mopea anctpmbyuuje cajoep Hanaga, oBe CTpaHuLe ce
KOpWUCTe 3a NaxHy Npojajy MeAuuVHCKe orpeme, cyrnjemeHarTa, /1ekoBa, BakL/Ha U rnpeBapomM
KOPWCHWKA, Xakepu gonase A0 NpoTUBIMPaBHO CTeYeHe VIMOBUHCKE KOPUCTHU.

[11 https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/coronavirus-used-in-spam-malware-
file-names-and-malicious-domains




Apyrn BuZ 3noynotpebe je MAacoOBHO PErncTpoBakbe NaxHUX WHTEpPHET CTpaHuLa ca TeMOM
akTyenHor Bupyca. OHe ce Ja/be KOpPUCTE U 3a NaxHy MpoJajy MejuuMHCKe orpeme,
cyrniemMeHaTa, /leKoBa, BakLHa, a Kao pe3ynTaT Xakepu CTUdy MpOTMBMPABHY WMOBUHCKY
KOpWCT.

Og4 camor nouyeTtka MaHAemuje, a y LWy npeBeHLUMje HOBOHAcTalor BMpYyca, TPYAUMO ce Aa
noLITyjemMo 34paBCTBeHe 1 XUTMjeHCKe npenopyke. MefyTum, WTa je ca NpeBeHUMjOM Kaja cy Y
nuTamy cajoep npeTHe?

BaHpezHe OKONHOCTM HacTane ca MojaBoM KOpOHa BMpyca gornpuHene cy nosehaHoj ynotpebu
NHTEepPHeTa: BUPTYye/IHE YUMOHULE, KOHbEPEHLN|CKN MO3UBU, MHPOPMIUCakse O CTakby NaHAemuje.
Be3 063vpa Ha TO y Koje CBpXe ce WHTepHeT KOpUCTW, cajbep npeTwama Cy CBU MoAjeAHaKo
N3N0XEHU.

MpunarohaBake Ha BaHpeAHe YC/N0OBe XMBOTa W pafa, Tako3BaHW cajbep KpUMWHaANLM
naaHnpaHo KopucTe. Jok ce Ha jeHOj CTPaHU KOPUCHULIM MHTEepPHETa MHOOPMULLY, Ha MpuMep,
O caBeTVMMa W BecTMMa Be3aHWM 3a NaHAeMujy, Ha Apyroj CTpaHu cajbep KpUMUHaALM
CBaKOAHEBHO TpaXke HOBe HauMHe 3a 3/10ynoTPeby akTUBHOCTU Ha UHTEPHETY.

JejaH o4 HauvMHa 3n0ynoTpebe je OUWNHT Kamnamwa. Hawume, wom ce anctpmubympajy
MannUMO3HN JIMHKOBU WAW JAOKYyMeHTa C uwbeM Kpahe nogaTtaka kojy omoryhaBa jefaH
KOPUCHMKOB KAMK Ha NVMHK Ca Ha3nBOM Og MHTepeca. [locagallty nojaum ykasyjy Aa je y ceeTy
3abenexeHo 300.000 jeguHCTBEHWMX Cajbep MpeTh M Koje 3/0ynoTpebsbaBajy naHAeMujy u
MaHUMyAuLwy noTpebom /byan fa 6yay nHGopmmcaHu.

Apyrn Buz 3noynotpebe je MAacoOBHO PErnCTpOBakbe NaxXHUX WHTEPHET CTpaHuLa ca TEMOM
akTyenHor Bupyca. OHe ce Ja/be KOpPUCTE W 3a NaxHy MpoAajy MeAuuMHCKe ornpeme,
cyrniemMeHaTa, /lekoBa W BakLMHa, @ Kao Pe3y/nTaT Xakepu CTUYy MpOTMBMPABHY WMOBMHCKY
KOPWCT.

TokoM naHgemuje je 3Ha4ajHO noeehaH 6poj GULLMHT Kamnaka Koje KopucTe BUpPYC
COVID-19 y 3n0HamepHe cBpxe.

Hajuewhe cy oBe nopyke enekTpOHCKe MOLUTE Ha eHr1IeCKOM je3KKy (MoCTajy MacoBHUje 1 Mopyke
Ha UTanMjaHCKOM W1 MOPTYrasiickom), JOK CaZp>aj mopyKka Bapupa Yy 3aBUCHOCTW Of rpyne Koja je
MeTa Hanaza (opraHu jaBHe BNacTu, 34paBCTBeHEe YCTaHOBe, CTaHOBHULW ojpeheHe apxXaBe nam
rpagose). HacnoBwm nopyka kao ,mamal” cagpxe pedy COVID-19, coronavirus (Hnp. 2020
Coronavirus Updates nnn camo Coronavirus Updates, 2019-nCov: New confirmed cases in your
city mam 2019-nCov: Coronavirus outbreak in your city (Emergency), AoK je TeKCT nopyke
KpenpaH kao caseT ynyheH of cTpaHe eMUHEHTHUX opraHmMsaunja nan komnaHuja (Hnp. CeeTtcka
34paBcTBeHa opraHmsaumja, UNICEF, CISCO).

OgapeheHun 6poj dMWMHI Hanaja nma 3a unb Kpahy KpegeHumnjana [2], 4OK ApYrv UMajy 3a Uub
AVICTPUOYLINjY 310HaMepHOT copTBepa.

[2] KpeseHumjan je CTpyKTypa nojaTaka Koju MoBesyje UAeHTUTET KOPUCHUKA U Herose aTpubyTe 1 Koju ce Lasbe
BepudunKaTopy paav NpoBepe NAeHTUTETa 1 NpaBa NpucTyna.



OUWNHT Hanaj KojuM Hanajay Hamepaga Ja fohe 4o KpeAeHunjana KOPUCHKKA,
3axTeBa XUTHY peakuujy KOPUCHUKA U KAUK Ha JIMHK KOjU Ce Hanasu y TeKCTy
nopyke.

JINHK BOAM Ha NaxHy WMHTEPHEeT CTpaHuly Koja y Ha3usy cagpxwu COVID-19, a 3a npwuctyn
nHdopmaLmjama ca CTpaHuLie 3axTeBa Ce YHOC ajpece efieKTpoHCKe rowuTe 1 n03nHKe. OBe
VHTEPHET CTpaHuLe u3rneAajy Kao nermtumMHe U Jenyjy Kao rnoysjaHe, ann ce 3/10HaMepHU
MnoKyLlaj Moxe YTBPAUTU JeTa/bHUM npernegoM URL-a. YHOC KpegeHuwjana of cTpaHe
KOpUCHMKA Hanagayy omoryhaBa npuCTyn HEeroBoj efieKTPOHCKOj MOLWTK KOpUCHMKaKoja
Hajuewhe cagpXxun nnMyHe 1 rnoeepsbiBe NogaTke (HNp. M3Boanm ca 6aHKOBHOM padyHa), a Moxe
NCKOPUCTUTU N UMEHUK KOPUCHMKA 3a fa/be mpere dumrHr Hanaga (Cavika 2).
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Dear Sir,

Go through the attached document on safety measures regarding the

spreading of corona virus

Click on the button below to download

Safety measures

Symptoms common symptoms include fever,coughcshortness of breath and
breathing difficulties

Regards,

Dr. Siella Chungong

Specialist wuhan-virus-atvisony

Cnuka 2 - DULLVHT KOju ce KOPUCTY 3a Npubas/bakse KpegeHumjana [3]

OUWNHT Hanag Kojum ce AucTpubympa 3noHamepHu codTeep, OAHOCHO ManBsep,
Hajuellhe casp>y TEKCT MOPYKe KOjM Ce 3axTeBa OTBapake npuaora.

Ha ocHoBy cTatuctmukmx nogataka [4] uyak 45% oéuwmnHr nopyka cagpXxano je 'y
npunory AgentTesla Keylogger. OBaj manBsep je ANCTprbympaH NaxHUM NpeAcTaB/bakbeM y MMme
CeeTcKe 34paBCTBeHe opraHmsaumje (Cavika 3).

[3] https://nakedsecurity.sophos.com/2020/02/05/coronavirus-safety-measures-email-is-a-phishing-scam/
[4] https://www.group-ib.com/media/wp-content/uploads/2020/04/pic1@2x.jpg
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Dear Sir/Madam,

Go through the attached document on safety measures regarding the spreading of corona virus,
This little measure can save you.

WHO is working closely with global experts, governments and partners to rapidly expand scientific knowledge on this new
virus and to provide advice on measures to protect heailth and prevent the spread of this outbreak.

Symptoms to look out for; Common symptoms include fever, cough, shortness of breath, and breathing difficulties.

Regards

General Internist
Intensive Care Physician

WHO Plague Prevention & Control

(7B World Health

Cnnka 3 - JTaxkHo npejcTaB/bare CBeTCKe 34paBCTBEHe opraHu3aumje

Of npuMaoua nopyke efieKTPOHCKE MoLuTe ce TpaXu Aa OTBOPW MPWAOT 3a KOju ce TBPAWU Aa
CafpXnM Mepe 3alTUTe O Lumpera KopoHa Bupyca. OTBaparemM npusora nHcTaavpa ce Massep
Koju Hanagady omoryhaea ga fobuje CBe LUTO NpeBapeH” KOPUCHWK OTKyLa Ha TacTaTypu, of
JIO3UHKN [0 cajp>Kaja Mopyka eNeKTPOoHCKe nowiTe 1 Tako 1MMa MoryhHOCT fa npaTu CBe Herose
aKTUBHOCTW Ha mpexn [5].

JeaaH o HajekCTpeMHMjUX Npumepa je NMopyka eneKTPOHCKe MoLUTe KOjOM HaBOAHO NOKa/Ha
6onHMLa obaBellTaBa NpuMaoua Aa je 61o/6una y KOHTaKTy ca npujate/bem, pohakom wmnu
KOJIerom Koju je MO3UTUBAH Ha BUPYC KOPOHE 1 Tpaxwu ga oATamna AOKYMeHT M3 npuaora v
ofHece y Haj6mxKy 6oHNLY.

[ COVID-10 CONTACT - Message [Plain Teat '® -0 xg EmergeacyContact siun - Exce T E -
MESSAGE HOME INSERT PAGE LAYOUT F L " VIEW ]

COVID-19 CONTACT I SECURITY WARNING Macros he-tlevnu-s-al.nl

A B c 0 P P
Wrsiage 1

Dear

You recently came into cantact with a colleagus/friend/'family member who has COVID-19 at Taber
AB, please print attached form that has your information prefilled and proceed to the nearest
emargency clinic.

i Opanthe documant indicrosolt Oifice.

12 Prevarwing oriine does ot work for pratected documents.

5 * Usasbasiaoporispiop.
Maria 15 » sats.
The Ottawa Hospital General Campus 1 Plessechck “nshis (dning” wed than “Enable Canssne™ on the yellow bar sbove 1 dslsythe
501 Smyth Rd, Ottaws, ON K1H 8L6, Canada o coatene.

0 500 s sbest - IN UQEZPGUe | Sheell 4

Cnvka 4 - dULMHI NopyKa KOjoM ce ANCTprbympa mansep

[5] https://www.bbc.com/news/technology-51838468



Kaga npumanay, oTBOpU JOKYMEHT 13 npunora sugehe obaseluTere ja je 3a nperniej JOKYMeHTa
HEeOMnxoAHO Ja kAukHe Ha 'Enable Content' (Cnuka 4). KnMkoMm Ha OBO Ayrme rnpeysuMma ce u
aytomatcku nokpehe maneep, Koju ybpusraBa ogpeheHe npouece y onepatviBHU CUCTEM
nprMaoLa, kako 6u ce cakpmo of aHTUBMpPYCa 1 Apyrnx 6e3beAHOCHNX codpTBepa.

®duwmnHr Hanag nytem CMC nopyka NO3HAaT je M noj Ha3meoM Smishing n go
caga je 6uo kopuwheH y uwmby npubaBmbarba GUHAHCUjCKE KOPUCTK, Kao
HaBOAHW NOLUN/bAOLM KOPUCTE Ce yr1aBHOM baHke 1 rnopecke yrpase.

®duwmHr nytem CMC nopyka koju kao mamal, kopuct COVID Hema camo 3a uu/b HaBohewe
KOPUCHMKa Aa 13BpLIN ogpeheny ynnaty Beh ce KOpUCTU 1 3@ Npubas/bakse KpejeHuyjana.

Y Hawoj 3eM/bu cy 3abenexeHn GUWMHI Hanagn CMC NopykoM Koja CafpXu IMHK Ha KoMme ce
HaBOAHO Hanasn obasellTere CBeTCKe 34paBCTBEHE OpraHv3auuvje o0 puU3MKy o4 naHaemuje.
KopuwheHa je kombuHaumja BuLLe je3nka M Nucama, WTO 6K Tpebano Aa M3a30Be CyMmby
KOPUCHVKa jep je TO jejaH 0f 3HAaKOBa Ja je pey 0 NaXXHOM obaseLuTerny (Canka 5).

SMSinfo

WHC tajékoztatasa a
koronavirusrol!

Obavestenje WHC grupe o
riziku epidemije koronavirusa!
WHC iHpopmMye npo
KOpoHagipyc!

Cnuka 5 - JlaxxHo obaBeluTerse CMC




3APAXEHE MATTE KOPOHA BUPYCA

JepaH oz mpBuUXx MpuMepa MaHunynaumje notpebe 3a MHPopMauvjama O PacnpocTparbeHoCT
Bupyca COVID-19 je kpeupare ManvuuosHe aniavkaumje Koja Ha KJIOHMPaHOj Manu ceeTa
YUYNUTaHOj 13 IErMTVMHOTI N3BOPa O3HayvaBa NoJpydyja 3axsaheHa enngemujom (Cnnka 6).

{2 Corona-Virus-Map.com _ o %

Henan M

Esri, FAD, NOA&L

Cnwnka 6 - Annvkaymja Corona-virus-Map

MNpeBapeHn KOPUCHNLM UHCTaNnparkeM Mare 3anpaso npeysrMajy Ha CBoje pauyHape 3apaxeHy
n3BpLUHY fgaToTeky Corona-virus-Map.com.exe Koja cagpxu TpojaHua AZORult. Osaj maneep
Kpaje KpegeHuMjane Kao LTO Cy KOPUCHMYKA MMEHAa, N031HKe, BpojeBu KpeanTHUX KapTuua v
Apyre oceT/bvBe MojaTke KOju ce 4yBajy Y MHTepPHeT npeTpaxuBayy. YkpajeHe unHPopmauuje
Hanaza4m MOry KOpUCTUTW 3@ NPUCTYN 6AHKOBHUM padyHUMa, APYLUTBEHVMM MPeXama, a Mory nx
yak 1 npogatu Ha Dark web-y [6].

3APAXEHE MATE KOPOHA BUPYCA

3a notpebe Aauctpubynpara Mansepa, KpeumpaHa je WHTepHeT CTpaHuua Koja naxHo
npeactas/ba nerutMMHy crpaHudy WiseCleaner (Cnnvka 7), nonynapHe anavkaumje 3a
onTMMM3aLnjy onepaTuBHOI cucTeMa. Ha 0Baj HauMH Cy KOPUCHULUMMAa WCMopyvyeHa fBa
mansepa: CoronaVirus paHcomsep 1 TpojaHal, Kpot.

[6] https://blog.reasonsecurity.com/2020/03/09/covid-19-info-stealer-the-map-of-threats-threat-analysis-report/
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Cnuka 7 - WiseCleaner

HakoH wWwTO TpojaHay ykpaze konadmhe U kpeAeHLUMjane 3a JIOrOBakbe KOjU Ce uyBajy Yy
cepBMCMMa Kao LWTO Cy WHTEpPHeT npeTpaxmuBauyun, anavkauwje 3a pasmeHy nopyka, VPN,
FTP, enekTpoHCKa MoLUTa, rejMepckn Hanosm u apyru, nHctanupahe ce CoronaVirus paHcomBep
KOju 3aK/by4daBa MojaTtke Ha padyHapy.

OTKyMHWHa 3a OTK/by4aBakhe faToTeka nsHocu 0.008 6uTtkomHa (oko 50 amepurykmnx gonapa), anu
JOK KOPUCHWK pasMulL/ba Ja M Aa MAatv OBaj M3HOC WAW He, Hamajay 3noynoTtpebsbasa
nHopmaunje npmbas/beHe y3 nomoh TpojaHua. M3 Tor passiora ce npenopyuyyje WTO XUTHWja
NMPOMeHa CBUX JIO3UHKN KopULhereM Apyror HesapaxeHor padyHapa [7].

OcTtann maneepu Koju ce Hajuellhe KOpPUCTe 3a BpeMe OBe Kamnake cy TpojaHay, Netwire Remote
Access [8], mogynapHu TpojaHal, TrickBot [9] u mHoru apyru.

[71https://www.bleepingcomputer.com/news/security/new-coronavirus-ransomware-acts-as-cover-for-kpot-infostealer/
[8]https://blog.malwarebytes.com/scams/2020/03/coronavirus-scams-found-and-explained/
[9] https://blog.malwarebytes.com/detections/trojan-trickbot/



Y okonHOCTMMa MaHgemMuije, 1 rnpernopyyeHnmMm pagom oz kyhe, nosehaH je 6poj

3noynotpeba OHMAJH KOMYHUKALMOHUX MnatdopmMu, Kao LWTO cy GULLINHT
MHTEpHeT CTpaHuLe, Koje onoHaluajy nermtumHe nnatdopme 3a OHMAjH y4ere
(Ha npumMmep Google yunoHMLa), NoKyLLaju kpahe kpegeHumjana u .

Mnatdopma Koja je cTekna Hajsehy momnynapHoOCT je Zoom KOMyHMKaLmMoHa nnatdopma, Kojy
KOpUCTe MHOre 06bpa3oBHe yCTaHOBE, KOMMaHWje M OpraHu yrnpaBe U TPeHYyTHO KMa oko 13
MUANOHA aKTUBHUX KOPUCHMKA MeCevyHOo. YnpaBo 3a oBy nnatdopmy je KapakTepucTuyHa
MacOBHa pervcrpayyvja HOBUX NaXHUX Z0OmM JOMeHa Kao U Majanumo3HUX Z00m WU3BPLUHMX
patotekal1]. Kpos anctpmbyunjy naxHux TMHKoBa/gatoteka nytem yeta (eHr. chat) n otBaparem
NCTUX O CTpaHe KopucHMKa nnatdopme, Hanagavymma je omoryheHo cnpoBoherse pasnnyumnTmnx
MannLMO3HNX aKTUBHOCTU. [JO caj cy AeTeKToBaHe ManuLmMo3He jaToTeke ca Ha3vBOM "zoOm-us-
zoom_##########.exe" unjum nokpeTarmeM ce NHCTaNMpPajy HexesbeHU nporpamun. Npenopyka
je Aa KOpUCHMLM npey3nmajy anankaunjy 3a npuctyn Zoom nnatopmMu ca 3BaHUYHE UHTEpHeT
cTpaHuue[11] Kao 1 pefoBHO axypupame nnatdopmel12]. MNpeacTaBHULM Zoom-a Npenopyyyjy
ayToMaTCKo reHepucare meeting ID 1 n3beraBare onuuje ,personal meeting” 3a cactaHke ca
Behuvm 6pojem kopucHukal13].

HoBu T1n cajbep Hanaja Koju ce rojaBmyje je "kmaHanoBawe” (eng. hijacking)
DNS nogeluaBaksa pyTepa.

MpeTpaxuBay npukasyje nopyky naxHe COVID-19 annmkauwnje of CseTcke 34paBCTBeHe
opraHusaumje, 1 nNpeActae/ba ManBep yuja je cBpxa Kpaha nogataka. Y nperpaxusayy ce oTBapa
nopyka koja ynyhyje Ha wuHctanauwnjy COVID-19 vHbopmaTMBHeE aniukauumje koja HaBOAHO
npunaga CBeTcKOoj 34paBCTBEHO] OpraHu3auuiju.

YKO/INKO KOPUCHWK Mpey3me 1 MHCTannpa OBy NaxHy anavkaumjy, ymecTto anankayuje o COVID-
19, Ha KOPWUCHWYKOM padyHapy he OWUTM WHCTanMpaH ManBep TpOjaHal, Koju MpUKymn/ba
nHopmaumje of KOPUCHMKA, Kao LITO Cy: Kofaunhm n ncrtopmja npetpaxmsama; nHGopmaumje o
nnahawrMa; cadyBaHU KpeAeHUMjann 3a JI0roBakbe; TeKCTyaqHW [OKYMeHTW; ¢popme Koje ce
ayTOMaTCKX MOoMykaBajy Yy npeTpaxmpaudy;, CIMKe eKpaHa KopucHuka u ca. [pukynmbeHe
nHbopmaumje Hanagad Moxe NCKOPUCTUTK 3a Ja/be HanajZe Ha OH/AjH Hasore KOPUCHKKA, Kao
WTo ¢y Kpaha HoBLA ca 6aHKOBHMX payyHa, kKpaha maeHTuUTeTa WUAM 3a Camwe ja/bux spear
phishing mopyka ka KOp1cHWKY Kako 61 NpuKynno gogaTtHe nHpopmauuje.

Kao mepe npeBeHUMje Cy Mnperno3HaTe Kpeupare jakmx NO3UMHKUW Kao U oHemoryhaBare
yfAa/beHOr npuctyna pytepmma. YKOAVKO je WHCTanupaHa naxHa anavkauuvja, notpeéHo je
npomeHnT DNS nogeluaBara pyTepa, CKeHupaTu ypehaje, ouncTutn KX 0f Mansepa wu
NPOMEHUTU CBe NO3NHKE KOje Cy KOPUCHWULM YHOCUAU AOK cy 6unn 3apaxeHwu. Mpuankom
npoMeHe JIO3MHKW, BOAUTI payvyHa Aa cBaka No3nHKa byae gpyraynja 3a cBaku Hanor[14].

[10]https://blog.checkpoint.com/2020/03/30/covid-19-impact-cyber-criminals-target-zoom-domains/

[11] https://zoom.us/

[12] https://thehackernews.com/2020/03/zoom-video-coronavirus.html

[13] https://www.sans.org/webcasts/downloads/114670/slides
[14]https://www.bleepingcomputer.com/news/security/hackers-hijack-routers-dns-to-spread-malicious-covid-19-apps/



KopucTtehun ce cTarbem onwiTer cTpaxa, Hanajauwn ce Tpyze Aa TeKCTOM Mopyke

HaBeJy npumMaoua nopyke Aga KAWKHe Ha NNHK WAN LOKYMEHT 13 npuaora Kpos
NaXHO nMpejAcTaB/bare, MaHuNynauujy emouwnjama, nortpebe 3a XUTHOM
peakurjomM 1 Ha Taj HauYMH AoNy A0 NojaTaka Koju MM MOTy AOHEeTN HOBYAHY UK

ApYry KOpUCT.

AKo cTe KITNKHYJIN Ha IMHK Uan AOoKyMeHT npegysMmuTe cnep,ehe Kopake:

® AKO KOpUCTUTe cnyxbeHn TenepoH nam n1anTon ogMax KoHTakTupajte IT cnyxby nocnogasLa

e AKO CTe Zlanu CBOje nojatke o 6aHKOBHOM payyHy ogmMax obasecTuTe 6aHKy

e AKTVBMpAjTe aHTUBUPYC 1 KNKHUTe Ha ,full scan”

e AKO CTe OCTaBWJIN CBOjY NI031HKY, OAMax NPOMeH1Te N03MHKe Ha CBUM Ballum Hanosnma

e AKO CTe u3rybunm HoBaL, OAMax KOHTaKTMpajTe CBOjy 6aHKy W npujaBute NOAUNLU|K
Ha vtk@mup.gov.rs

e He 6yanTe naka meTta

e [IpoBepuTe MogellaBakba MPUBATHOCTY Ha Hano3MMa 3a APYLUTBEHE MpexXe U CBVM OHMajH
Hano031Ma

e Pa3mMuLLbajTe 0 TOMe WTa 0bjaB/byjeTe 0 cebn 1 CBOjOj NOPOANLIM

e [lpaTuTe WTa Bawwm npujatessy, NOpoAnLa 1 Kosere objae/byjy O BaMa Ha ApYLLUTBEHVM Mpexama,
jep cee focTtynHe nHopmaLmje Mory 61UTK 310ynoTpeb/beHe og CTpaHe Hanagava

e AKO MpUMUTE CyMHMBY MOPYKY eNeKTPOHCKe MoLTe 03HavmMTe je kao Spam/Junk nam je ogmax
n3bpuwunTe.
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EJIEKTPOHCKE KOMYHUKAUWJE
M NOLUTAHCKE YCNYTE

HayuoHanHu LEPT Peny6auke Cpbuje He npomMosuwe uau ¢pasopusyje 6uno koju 00 KopuwheHux jasHux uzeopa, mehy
Kojuma cy u KomepuyujasHu npou3eodu u ycayze. Cee npenopyke, aHa/U3e U hpedsno3u damu Cy y Yusmy npeseHyuje u
3awmume 00 6e36e0HOCHUX pu3uKa.



